Technical Panel
of the
Nebraska Information Technology Commission
Tuesday December 11, 2001 - 9:00 a.m.
Varner Hall - Board Room
38th and Holdrege, Lincoln, Nebraska

AGENDA
1. Roll Call and Meeting Notice

2. Public Comment

3. Approval of Minutes* - October 23, 2001

4. State Enterprise Architecture

e Standards and Guidelines - Recommendations to the NITC*

Security Architecture - Incident Response and Reporting Comments
Y Procedure for State Government Received
Comments
Received:
- Video and Audio Standard for - See the work
Video Architecture Distance Learning Networks group report for
responses to
WORK GROUP REPORT comments
- Education Council
Resolution

5. Nebraska Network

NITC Resolution
Draft Charter
Technical Panel Members and Alternates*

6. Regular Informational Items and Work Group Updates (as needed)

Wireless project

Network Architecture Work Group (NETCOM)
Security Architecture Work Group
Accessibility Architecture Work Group
E-Government Architecture Work Group
Video Standards Work Group

7. Election - 2002 Technical Panel Chair*
8. Other Business
9. Future Meeting Dates

January 8, 2002, 9:00 a.m. - Location TBD

10. Adjourn



* Denotes Action Items

NITC and Technical Panel Websites: http://www.nitc.state.ne.us/

Meeting notice posted to the NITC Website: 8 NOV 2001

Meeting notice posted to the Nebraska Public Meeting Calendar: 8 NOV 2001
Agenda posted to the NITC Website: 4 DEC 2001




TECHNICAL PANEL
Nebraska Information Technology Commission
Tuesday, October 23, 2001, 9:00 a.m.
Varner Hall, Board Room
3835 Holdrege Street, Lincoln, Nebraska
PROPOSED MINUTES

MEMBERS PRESENT:

Bob Huber, Nebraska Educational Telecommunications Commission

Brenda Decker, Department of Administrative Services, State of Nebraska

Christy Horn, Compliance Officer, University of Nebraska

Steve Schafer, Chief Information Officer, State of Nebraska

Walter Weir, Chief Information Officer, University of Nebraska (Alternate Rick Golden was present until Mr.
Weir's arrival.)

OTHERS PRESENT:

Rick Golden, University of Nebraska

Dr. Jim Emal, University of Nebraska

Mike Overton, Criminal Justice

Steve Henderson, Department of Administrative Services
Mirta Hansen, FUTUREKIDS

Roger Hahn, Nebraska Information Network
Gene Hand, Public Service Commission
Wayne Fisher, Department of Education

Tom Conroy, Nebraska Information System
Alan Wibbels, ESU 10

Ron Combs, ESU 10

Tom Rolfes, Office of the CIO/N.I.T.C.

Rick Becker, Office of the CIO/N.I.T.C.

Lori Lopez Urdiales, Office of the CIO/N.L.T.C.

ROLL CALL AND MEETING NOTICE

Steve Schafer called the meeting to order at 9:05 a.m. Roll call was taken. There were four voting members present at

the time of roll call. A quorum existed to conduct official business. Mr. Schafer stated that the meeting notice was posted
to the N.I.T.C. Website and Public Meeting Calendar web site on October 15, 2001. The meeting agenda was posted to
the N.I.T.C.Website on October17, 2001.

PUBLIC COMMENT
There was no public comment.

APPROVAL OF SEPTEMBER 11, 2001 MINUTES

Mr. Golden stated that under the NETCOM report the four bids should read: “Mr. Schafer reported that four bids were
submitted: Worldcom, ATT, Qwest, and Sprint.”

Ms. Decker moved to approve the minutes with the corrected change. Mr. Golden seconded the motion. Roll call
vote: Huber-Yes, Decker-Yes, Schafer-Yes and Golden-Yes. The motion was carried by unanimous vote.

PROJECT REVIEW - INFORMATION TECHNOLOGY INFRASTRUCTURE FUND

Approval for funding from the Information Technology Infrastructure Fund is dependent upon review of the project plan by
the Technical Panel with final approval by the N.I.T.C.

Ms. Horn arrived at 9:06 a.m.

Crime Commission, CJIS Project, Steve Schafer. Mike Overton, Chair of the CJIS Advisory Committee, was present to



answer questions. The legislature has earmarked $250,000 annually for the project. Mr. Schafer recommended the
budget in the implementation plan reflect the full amount of funding and should be resubmitted with revised budget.

Ms. Decker moved to recommend that the N.I.T.C. conditionally approve with the condition that a revised budget,
not exceeding the $250,000 annual appropriation, is to be submitted to the Technical Panel.” Mr. Huber seconded
the motion. Roll call vote: Golden-Yes, Schafer-Yes, Horn-Yes, Decker-Yes, and Huber-Yes. The motion was
carried by unanimous vote.

Division of Communications - Wireless, Brenda Decker for Mike Jeffries. The legislature has earmarked $1.5 million for
the project. The Project Proposal brought to the Technical Panel is requesting $318,455 payment for services currently
being done for the RFP process. The Implementation Plan is dependent upon what happens with the RFP proposal and it
specifications. Bids are due November 51 and it is anticipated that the Implementation Plan will be ready the Technical
Panel’s review in December.

Mr. Golden moved to accept the Wireless Project Proposal requesting funding for the RFP process. Mr. Huber
seconded the motion. Roll call vote: Horn-Yes, Decker-Abstained, Huber-Yes, Golden-Yes, and Schafer-Yes. The
motion was carried by majority vote.

Mr. Weir arrived at 9:30 a.m. and presided over the remainder of the meeting.

Nebraska Information System Update on Status of NIS Conditions. Tom Conroy provided a brief overview on the
progress report submitted on the ten conditions of the N.I.T.C. and entertained questions and comments from the
members. Mr. Schafer suggested that written communication be made to the N.I.T.C. that the Technical Panel has
reviewed the progress report and that adequate progress has been made toward complying with the conditions adopted

by the N.I.T.C. Mr. Conroy and Ms. McClurg will be in attendance at the N.I.T.C. October 315 meeting.

PROJECT REVIEW - INFORMATIONAL

ESU 10 Center for Emerging Technology, Alan Wibbels. State dollars are not being requested for the center. Existing
resources are being utilized. The City of Kearney has committed $1 million for the project. The Project wanted the
Technical Panel to be informed. The services that will be available through the Center for Emerging Technology include
but are not limited to the following:

Helpdesk and consultation services via e-mail, telephone and the web
Hardware and software installation, configuration and management
Network operations management service (onsite and/or remote)
Technology planning

Security audits

Technical training and support

Network and system administration training and support

Members discussed the project with Mr. Wibbels. Issues discussed included: cost of the building; communicating with
potential customers; partnering with other entities, for example UNL Cooperative Extension, IMS, DOC, GIS; and
consideration of standards.

PROJECT REVIEW — STATE RECORDS BOARD GRANT APPLICATIONS

Nebraska Library Commission, Value-Added Book Reviews. Mr. Becker reported that the State Government Council
approved this grant for funding through the Government Technology Collaboration Fund. The project has withdrawn its
application to the State Records Board.

Department of Agriculture, On-line Fee Collection. Mr. Becker reported that this grant was also submitted to the State
Government Council for funding from the Government Technology Collaboration Fund to fund part of the project cost.
The grant was not recommended for funding. The sponsoring agency has re-submitted a revised application to the State
Records Board for all the project’s cost.

Mr. Schafer moved that the Technical Panel has reviewed the revised grant application entitled “Online Fee
Collection,” finds that:



o The project is technically feasible.
o The proposed technology is appropriate for the project.
e The technical elements can be accomplished within the proposed time frame and budget.

Mr. Weir seconded the motion. Roll call vote: Huber-Yes, Decker-Yes, Horn-Yes, Schafer-Yes, and Weir-Yes.
The motion was carried by unanimous vote.

PROJECT REVIEWS — GOVERNMENT TECHNOLOGY COLLABORATION FUND GRANT REVIEWS

Mr. Becker stated that the State Government Council prioritizes the list of projects and makes a recommendation for
funding to the N.I.T.C.. The Technical Panel's role is to approve the technical reviews completed on the projects.

Ms. Decker moved to approve the technical reviews of the Government Technology Collaboration Fund grants to
be forwarded to the N.L.T.C. for final approval. Roll call vote: Weir-Yes, Schafer-Abstaining, Horn-Yes, Decker-
Yes, and Huber-Yes. The motion was carried by majority vote.

STATE ENTERPRISE ARCHITECTURE - ACCESSIBILITY, Christy Horn. No negative comments or feedback has been
received on the proposed architecture. The Accessibility Checklists would be an addendum that could be used as a
resource.

Mr. Schafer moved to recommend the Accessibility Architecture to the N.L.T.C. for adoption. Ms. Decker
seconded the motion. Roll call vote: Decker-Yes, Horn-Yes, Schafer-Yes, Weir-Yes, and Huber-Yes. The motion
was carried by unanimous vote.

STATE ENTERPRISE ARCHITECTURE — HARDWARE, Steve Schafer. Due to some of the feedback and comments
received regarding the exclusion of some hardware and the needs of the educational sector, Mr. Schafer recommended
further development of the standards before forwarding them N.I.T.C. for adoption. All suggested changes and a revised
document will be brought to the Technical Panel for review.

STATE ENTERPRISE ARCHITECTURE — SECURITY, Steve Schafer. The State Government Council has reviewed the
policies and security handbook templates (IS Technical Staff Handbook, Security Officer Instruction Guide, and Computer
User's Security Handbook). All documents have been posted on the web site for public comment.

Mr. Schafer moved to adopt the Security Policies for the N.I.T.C.'s endorsement with the understanding that they
be flexible enough to meet agency’s needs and that the Security Handbooks are to be used as a guidelines for
agencies to use all or portions of the handbook for their particular needs. Ms. Horn seconded the motion. Roll
call vote: Schafer-Yes, Horn-Yes, Decker-Yes, Huber-Yes, and Weir-Yes. The motion was carried by unanimous
vote.

STATE ENTERPRISE ARCHITECTURE - INCIDENT REPORTING, Steve Schafer. A letter was sent to all agencies,
board and commissions explaining the draft incident reporting procedures. Agencies were encouraged to use the
procedures with the understanding that these are in draft form to be adopted, and, that input, suggestions and comments
were also requested.

Mr. Schafer moved that the technical panel proceed with incident reporting by posting the document for a 30-day
public comment period. Ms. Horn seconded the motion. Roll call vote: Decker-Yes, Horn-Yes, Schafer-Yes,
Weir-Yes, and Huber-Yes. The motion was carried by unanimous vote.

STATE ENTERPRISE ARCHITECTURE - VIDEO STANDARDS, Bob Huber. The Work Group has received lots of
comments. The testing is completed and data is being compiled. At the October 19t Education Council meeting, the
Council passed a motion to request more time from the Technical Panel. The Education Council would like adequate time
to review the video standards final report and provide input to the Technical Panel before the Panel makes a
recommendation to the N.I.T.C.. Itis anticipated that by November 16", a summary report of video standards will be

ready to send to Education Council members for review prior to the November 30" Education Council meeting. The
Technical Panel will take action on the video standards at the December meeting and will forward their recommendation
to the N.I.T.C. The N.L.T.C. next meets in January. Mr. Schafer also stated that the State Government Council would like
opportunity to provide feedback as well. A decision on a video standards recommendation was deferred until the
December meeting.




REGULAR INFORMATIONAL ITEMS AND WORK GROUP UPDATES

Wireless Project, Brenda Decker. The bids are out and are due back November 5. The evaluation team is currently
being organized. The League of Municipalities has sent their proposal to the legislature and to the Division of
Communications.

Network Architecture Work Group, Brenda Decker. The four finalists have been notified that the State of Nebraska was
unable to award the bid. One of the reasons stated was that “there was no opportunity to partner with local exchange

companies”. The Work Group is deciding how to proceed. Ms. Decker will brief the N.I.T.C. at the October 315t meeting.

Security Architecture Work Group, Steve Schafer. Mr. Schafer reported that the procedures are now complete and that
the next steps include a focus on awareness of the procedures. A Government Technology Collaboration Fund grant will
address training needs and another grant will provide for a security audit next spring. Mr. Weir asked if the Chair of the
N.I.T.C. would be willing to acknowledge and give recognition to the members of the Technical Panel Work Groups. Staff
will follow-up on the request.

Accessibility Architecture Work Group, Christy Horn. The work group plans to focus on developing training.

E-Government Architecture Work Group, Steve Schafer. The CIO’s office submitted three grant applications to the
Government Technology Collaboration Fund. The CIO withdrew two of the grants for consideration - one of which was for
e-government efforts. The Work Group will continue working towards its objectives. Mr. Weir offered to provide a
demonstration of the UNL’s education portal.

Video Standards Work Group, Bob Huber. A detailed report was provided earlier in the meeting.
OTHER BUSINESS

There was no other business.

FUTURE MEETING DATES AND ADJOURNMENT

The next meetings of the N.I.T.C. Technical Panel will be held on Tuesday, November 13, 2001, 9 a.m. and Tuesday,
December 11, 2001, 9 a.m. at Varner Hall.

Mr. Weir adjourned the meeting at 11:35 a.m.

Minutes were taken by Lori Lopez Urdiales and reviewed by Steve Schafer and Rick Becker of the Office of the
CIO/N.L.T.C.



Draft
Title: Incident Response and
Reporting Procedure for State

Government
(Date of last revision: 10/15/01)

State Agencies shall prepare procedures for reporting security breaches and
incidents. Documentation on security incidents shall be filed with the Chief
Information Officer for the State of Nebraska.

Policy Category Policy Standard Rule Number
Security Breaches and Incident Response and Centralized Reporting
Incident Reporting Policy
Rule Date Rule Revision Date Date Adopted ?
mm/dd/yy mm/dd/yy
Approval Rule Source Audit Number/ Code (?)
NITC (pending)

Explanation / Key Points

Security is a growing problem. Effective response and collective action are required
to counteract security violations and activities that lead to security breaches.
Agency management, law enforcement, and others must know the extent of
security problems in order to make proper decisions pertaining to policies,
programs and allocation of resources. Responding to security alerts will help
to preempt incidents from occurring. Quick reporting of some incidents, such
as new viruses, is essential to stopping them from spreading and impacting
other systems. Reporting computer crimes is the only way for law enforcement
to deter and apprehend violators.

Effective response to security incidents requires quick recognition of problems and
fast mobilization of skilled staff to return systems to normal. This requires
prior documentation of procedures and responsibilities of everyone with a role
in responding to the emergency. Continuous improvement by eliminating
points of vulnerability and applying lessons learned is an essential component
of incident response.

Centralized reporting serves the goal of increasing awareness of vulnerabilities and
threats to state government as a whole. In particular, centralized reporting is
necessary to discern patterns, identify areas of vulnerability, allocate resources,
and develop statewide solutions. Centralized reporting does not substitute for



internal reporting to management, reporting to law enforcement, or mobilizing
a computer security incident response team (CSiRT). Agencies should develop
procedures for internal and external reporting that will meet the needs of
centralized reporting with little or no additional work. The centralized
reporting is designed to mesh with the postmortem analysis that should follow
each incident.

The ultimate goal of security incident response and centralized reporting is to protect
data and prevent obstruction of government operations.

Applicability

All non-education state agencies, boards, and commissions, which receive a direct
appropriation from the Legislature or any state agency that has a direct
connection to the state’s network. Educational institutions and other entities
are encouraged to develop their own security incident and centralized reporting
procedures.

Step-by-step procedure(s)

The Incident Response and Centralized Reporting Procedure for State Government
requires that the agency implement the following steps for a complete security
incident handling process.

1. Establish general procedures for responding to incidents;

Prepare to respond to incidents;

Analyze all available information to characterize an intrusion;

Communicate with all parties that need to be made aware of an incident

and its progress;

Collect and protect information associated with an incident;

Apply short-term solutions to contain an incident;

Eliminate all means of vulnerability pertaining to that incident;

Return systems to normal operation;

Closure: Identify and implement security lessons learned.

O

A

Step 1 should include establishing a computer security incident response team
(CSIRT) that can take responsibility for managing security incidents. The
CSIRT can be a virtual team that includes people with a wide range of
expertise. Agencies should consider forming a CSIRT that serves multiple
entities. A clear description of roles and expectations is essential.

Step 2 should include methods for placing the CSIRT on alert status and ready to take
preventative measures. It should include procedures for activating the team
once an incident occurs.

Step 4 includes contacting users affected by an incident, security personnel, law
enforcement agencies, vendors, the CERT Coordination Center
(http://www.cert.org/), and other CSIRTs external to the organization. It is




essential that each agency establishes and follows a single channel of
communication. Multiple sources of information while the incident is
underway creates confusion, interrupts the work of the response team, and
increases vulnerability if the perpetrator is monitoring communications within
the agency.

Step 9, “Closure” is intended to give the organization an opportunity to learn from the
experience of responding to an incident. Every successful intrusion or other
incident indicates potential weaknesses in systems, networks, operations, and
staff preparedness. These weaknesses provide opportunities for improvement.
Steps should include the following points (from CERTCC security practices,

http://www.cert.org/security-improvement/practices/p052.html):

1. Hold a post mortem analysis and review meeting with all involved parties.
Do this within three to five working days of completing the investigation of
an intrusion. Use the attached reporting form to gather information and
guide discussion.

2. Prepare a final report for senior management and the Office of the CIO.
This ensures awareness of security issues. Use the attached form (or
online version) to report information about the security incident to the
Office of the Chief Information Officer. Incidents should be reported no
later than 5 working days after returning systems to normal operation.

3. Revise security plans and procedures and user and administrator training to
prevent future incidents. Include any new, improved methods resulting
from lessons learned.

4. Determine whether or not to perform a new risk analysis based on the

severity and impact of an intrusion.

Take a new inventory of your system and network assets.

6. Participate in investigation and prosecution, if applicable.

e

Terminology
Agency. As used here, an agency is any non-education agency, board or commission,
which receives a direct appropriation from the Legislature.
Security Incident. A security incident includes, but is not limited to the following
events, regardless of platform or computer environment:
1. Evidence of tampering with data;
2. Denial of service attack on the agency;
3. Web site defacement;
4. Unauthorized access or repeated attempts at unauthorized access (from
either internal or external sources);
Social engineering incidents;
Virus attacks affecting servers or multiple workstations;
7. Other incidents that could undermine confidence and trust in the state’s
information technology systems.

SN



Related Rules

Draft security standards for the federal Health Insurance Portability and
Accountability Act (HIPAA) would establish administrative procedures to
guard data integrity, confidentiality, and availability. These include security
incident procedures (45 CFR Part 142.308 (a)(9):

“(9) Security incident procedures (formal documented instructions for
reporting security breaches) that include all of the following implementation
features:

“(i) Report procedures (documented formal mechanism employed to
document security incidents).

“(i1) Response procedures (documented formal rules or instructions for
actions to be taken as a result of the receipt of a security incident report).”

Attachments/ Forms



State of Nebraska
Cyber Threat and Computer Intrusion Incident Reporting
Form

Point of Contact Information

Name

Title

Telephone/Fax Numbers

Email

Agency

B. Incident Information

1. Background Information:

a. Agency (if same as above, enter “SAME”:

b. Physical Location(s) of affected computer
system/network (be specific):

c. Date/time of the incident:

d. Duration of the incident:

e. Is the affected system/network critical to the
agency’s mission? (Yes/No)

2. Nature of Problem (check all that apply):

a. Intrusion

b. System impairment/denial of access

c. Unauthorized root access

d. Web site defacement

e. Compromise of system integrity

f. Hoax

g. Theft

h. Damage

1. Unknown

j. Other (provide details in remarks)

k. REMARKS:




3. Has your agency experienced this problem before? (Yes/No; If yes, please explain
in the remarks section.)

a. REMARKS:

4. Suspected method of intrusion/attack:

a. Virus (provide name, if known)

b. Vulnerable exploited (explain)

c¢. Denial of Service

d. Trojan Horse

e. Distributed Denial of Service

f. Trapdoor

g. Unknown

h. Other (Provide details in remarks)

i. REMARKS:

5. Suspected perpetrator(s) or possible motivation(s) of the attack:

a. Insider/Disgruntled Employee

b. Former employee

c. Other (Explain remarks)

d. Unknown

e. REMARKS:

6. The apparent source (IP address) of the intrusion/attack:

7. Evidence of spoofing (Yes/No/Unknown)

8. What computers/systems (hardware and software) were affected (Operating
system, version):

a. Unix

b. OS2

c. Linux

d. VAX/VMS

e.NT




f. Windows

g. Sun OS/Solaris

h. Other (Please specify in remarks)

1. REMARKS:

9. Security Infrastructure in place. (Check all that apply)

a. Incident/Emergency Response
Team

b. Encryption

c. Firewall

d. Secure Remote
Access/Authorization Tools

e. Intrusion Detection System

f. Security Auditing Tools

g. Banners

h. Packet filtering

1. Access Control Lists

j. REMARKS:

10. Did intrusion/attack result in a loss/compromise of sensitive or information
classified as private?

a. Yes (provide details in remarks)

b. No

c. Unknown

d. REMARKS:

11. Did the intrusion/attack result in damage to system(s) or data?

a. Yes (provide details in remarks)

b. No

c. Unknown

d. REMARKS:

| 12. What actions and technical mitigation have been taken?




a. System(s) disconnected from the
network?

b. System Binaries checked?

c. Backup of affected system(s)?

d. Log files examined?

e. Other (Please provide details in
remarks)

f. No action(s) taken

g. REMARKS:

13. Has law enforcement been notified? (Check all that apply.)

a. Yes-local law enforcement

b. Yes-Nebraska State Patrol

c. Yes-FBI field office

d. Not

e. REMARKS:

14. Has another agency/organization been informed as assisted with the response?

a. Yes-Information Management
Services

b. Yes-Division of Communications

c. Yes-CERT-CC

d. Yes-Other (provide details in
remarks)

e. No

f. REMARKS:

15. Additional Remarks:

If the reported incident is a criminal matter, you may be contacted by law
enforcement for additional information.




C. Closure Information (Optional, Except 9 & 10)

1. (Optional) Did your detection and response process and procedures work as
intended? If not, where did they not work? Why did they not work?

REMARKS:

2. (Optional) Methods of discovery and monitoring procedures that would have
improved your ability to detect an intrusion.

REMARKS:

3. (Optional) Improvements to procedures and tools that would have aided you in
the response process. For example, consider using updated router and firewall
filters, placement of firewalls, moving the compromised system to a new name or IP
address, or moving the compromised machine's function to a more secure area of
your network.

REMARKS:

4. (Optional) Improvements that would have enhanced your ability to contain an
intrusion.

REMARKS:

5. (Optional) Correction procedures that would have improved your effectiveness in
recovering your systems.

REMARKS:




6. (Optional) Updates to policies and procedures that would have allowed the
response and recovery processes to operate more smoothly.

REMARKS:

7. (Optional) Topics for improving user and system administrator preparedness.

REMARKS:

8. (Optional) Areas for improving communication throughout the detecting and
response processes.

REMARKS:

9. (Required) A description of the costs associated with an intrusion, including a
monetary estimate if possible.

REMARKS:

10. (Required) Summary of post mortem efforts.

REMARKS:




Technical Panel
of the
Nebraska Information Technology Commission

Security Architecture
Incident Response and Reporting Procedure for State Government

COMMENTS RECEIVED

| COMMENT #1 Ron Woerner

To whom it may concern:

I have two comments on the Draft Incident Response and Reporting Procedure
for State Government:

1. Ensure that only true security incidents are reported. In my experience,
most "incidents" turn out to be either mistakes or misunderstandings. 1In
the first case, a user or administrator will accidentally take down a
system. While end users may see that as a denial of service attack, in
reality it's not. In the case of misunderstandings, I've seen one
administrator make a system change and not communicate it. Someone (either a
user or admin) stumbles on the unexpected change and calls in an incident.

I do not consider either case to be a security incident, but they are both
often reported as such. I have seen a lot of time and paper wasted
investigating such incidents. I believe it is important to communicate that
true security incidents involve either malicious intent or intent to go
around the system. Lack of communication should never be the "Nature of the
Problem."

2. In any government organization, retaliation for malicious activities
(i.e., intrusions, DOS, probes, etc) should not be allowed. The
SecurityFocus article "Appropriate Response: More Questions Than Answers"
(found on-line at http://www.securityfocus.com/infocus/1516) describes two
types of individuals that respond to security incidents: Defenders and
Digilantes. Defenders "follow policies with a primary emphasis on
preventing breaches in the first place. If there is an intrusion, a Defender
focuses on containing and eradicating the problem, plugging the security
hole and getting back to business.”"™ "On the other hand, Digilantes, or
digital vigilantes, have no qualms about striking back against attackers." I
believe this policy document should state that government employees or
contractors are not permitted to strike back against attackers. The
appropriate authorities should handle all punitive actions.

These comments are strictly my opinions and do not necessarily represent
current or future employers.

Ronald Woerner, CISSP

TECHNICAL PANEL RESPONSE:
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Nebraska Information Technology Commission Standards and Guidelines

Video Architecture

Title | Video Standard for Distance Learning

Category | Video Architecture

Date Adopted | (DRAFT)

Date of Last Revision | September 11, 2001

A. Authority

Section 86-1506 (6). "(The Nebraska Information Technology Commission shall) adopt
minimum technical standards, guidelines, and architectures upon recommendation by
the technical panel created in Section 86-1511."

Section 86-1506 (7) authorizes the technical panel to, “establish ad hoc technical
advisory groups to study and make recommendations on specific topics.” Pursuant to
this the Technical Panel established the Video Standard Workgroup on 9 January 2001.
The stated purpose of the group was to, “determine the next video standard for the
distance learning networks of the state of Nebraska.”

B. Purpose and Objectives

The purpose of this document is to define and clarify policies, standards, and guidelines
that will enable all existing and future interactive distance learning facilities to achieve
interoperability and an acceptable quality of service for all educational applications.

C. Standards and Guidelines

The Video Standard Workgroup has selected two finalist protocols based on criteria
adopted and approved by the Technical Panel. These two finalists are MPEG-2 and
H.323 with H.263 video. The workgroup is currently conducting detailed testing per the
established criteria regarding bandwidth and pre-determined quality level requirements.

The judging criteria include:

Costs

Site - any uniquely required hardware/software cost at a site

Hub - if a hub such as an MCU is required, hardware/software cost

Operational - maintenance requirements, technicians, connectivity bandwidth,
scheduling personnel, etc.

Bandwidth

Minimum quality - rate required for NVCN / Network 3 like quality
High quality - rate required for full-motion / broadcast quality

Lip readable — rate required for language classes

ASL readable — rate required for American Sign Language
Flexibility - range available, and rate agile v. steps
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Nebraska Information Technology Commission Standards and Guidelines

Video Architecture

Negotiation - automatic / manual bandwidth negotiation between points

Connectivity
Ubiquity - supported delivery methods (IP, ATM, dedicated line, PVC, etc.)

Broadcast / multicast - one-to-many without interactivity

Point-to-point - two interactive sites

Teleconference - several interactive sites (MCU/Switch required?)

Dial up / dial out - the ability for an external site to connect into a conference and
not have to be brought in

Latency - amount of delay introduced by encoding process

Compatibility

Standard type - software standard or hardware standard
Backward compatibility - nature of compatibility

Installed base - How prolific is this standard already?
Life Cycle - ability to upgrade

Once a single standard is determined, all synchronous distance learning entities in the
state must adopt this new video and audio standard to use state-owned networks, or to
request future state funds regarding synchronous distance learning network projects.
Given that all users cannot fiscally adopt the standard immediately, the workgroup will
follow the technical standard adoption with recommended implementation strategies that
will permit a phased migration over time. The ultimate intent of this process is to
establish statewide interoperability of all synchronous distance learning networks while
minimizing the fiscal impact.

This standard will not prohibit purchase of equipment that does not meet the standard
providing:

1. No state funds are used.

2. The entity does not intend to pass the traffic across state owned networks.

3. A specific purchase can be grand fathered to a previous standard if it meets
criteria as set forth in the implementation and migration strategies to be
recommended by the Technical Panel and adopted by the NITC.

For background tutorial material on H.323/H.263, see:
http://www.cis.ohio-state.edu/~jain/cis788-99/h323/ and
http://www.4i2i.com/h263 video codec.htm

For background material on MPEG-2, see:
http://www.bbc.co.uk/rd/pubs/papers/paper 14/paper 14.html and
http://www.crs4.it/~luigifMPEG/mpeqg2.html#What%20is%20MPEG-2

These resource materials are provided as a public service. Accuracy of content is
neither implied nor guaranteed by the NITC or its advisory groups.

D. Key Definitions
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Nebraska Information Technology Commission Standards and Guidelines

Video Architecture

1. Agency shall mean any governmental entity, including state government,
local government, or third party entities under contract to the agency.

2. Electronic and information technology includes information technology and
any equipment or interconnected system or subsystem of equipment, that is
used in the creation, conversion, or duplication of data or information. The
term electronic and information technology includes, but is not limited to,
telecommunications products (such as telephones) information kiosks, and
transaction machines, World Wide Web sites, multimedia, and office
equipment such as copies and fax machines. The term does not include any
equipment that contains embedded information technology that is used as an
integral part of the product, but the principal function of which is not the
acquisition, storage, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or information. For
example, HVAC (heating, ventilation, and air conditioning) equipment such as
thermostats or temperature control devices, and medical equipment where
information technology is integral to its operation, are not information
technology.

3. Information technology is any equipment or interconnected system or
subsystem of equipment, that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching,
interchange, transmission, or reception of data or information. The term
information technology includes computers, ancillary equipment, software,
firmware and similar procedures, services (including support services), and
related resources.

4. Telecommunications are the transmission, between or among points
specified by the user, of information of the user’s choosing, without change in
the form or content of the information as sent and received.

5. MPEG is the Motion Picture Experts Group. This association has created the
standard protocol under consideration.

6. NVCN is the Nebraska Video Conference Network. It is a terrestrially based
teleconference system operated by the State Division of Communications.

7. Network 3 is a satellite based teleconference system operated by the
Nebraska Educational Telecommunications Commission.

8. MCU is a multi-conferencing unit. This device allows more than two sites to
participate in a teleconference simultaneously.

9. ATM means asynchronous transfer mode. It is a terrestrial data transmission
protocol.

10. IP means Internet protocol. It is a communications protocol used on networks
for exchange of information.

E. Applicability
GENERAL STATEMENT
These policies are intended to be sufficiently generic to apply to a wide range of
governmental and educational agencies in the State of Nebraska. Each agency or
operational entity must develop detailed procedures to implement broad policies and
standards. Compliance with these technical policies and standards will be a
requirement during consideration of funding for any projects requiring review by the
NITC. Compliance may be used in audit reviews or budget reviews.
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Nebraska Information Technology Commission Standards and Guidelines

Video Architecture

COMPLIANCE AND ENFORCEMENT STATEMENT

The Governing board or chief administrative officer of each organization must
develop internal compliance and enforcement policies as part of its information
standardization and interoperability efforts. Such policies should be reasonable and
effective. The NITC intends to incorporate adherence to technical standards policies
as part of its evaluation and prioritization of funding requests. The NITC
recommends that the Governor and Legislature give due consideration to requests
for technical standardization and interoperability improvements during the budget
process.

F. Responsibility
An effective program for video standards compliance involves cooperation of many
different entities. Major participants and their responsibilities include:

1. Nebraska Information Technology Commission. The NITC provides strategic
direction for state agencies and educational institutions in the area of
information technology. The NITC also has statutory responsibility to adopt
minimum technical standards and guidelines for acceptable and cost-effective
use of information technology. Implicit in these requirements is the
responsibility to promote adequate quality of service and uniformity for
information systems through adoption of policies, standards, and guidelines.

2. Technical Panel Video Standards Work Group. The NITC Technical Panel,
with advice from the Video Standards Work Group, has responsibility for
recommending video standard policies and guidelines and making available
best practices to operational entities.

3. Agency and Institutional Heads. The highest authority within an agency or
institution is responsible for interoperability of information resources that are
consistent with this policy. The authority may delegate this responsibility but
delegation does not remove the accountability.

4. Information Technology Staff. Technical staff must be aware of the
opportunities and responsibility to meet the goals of interoperability of
information systems.

G. Related Policies, Standards and Guidelines

None currently in place.
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1.0 Authority

The Nebraska Information Technology Commission is empowered to ““...adopt minimum
technical standards, guidelines, and architecture upon recommendation by the technical
panel...” LAW 86-1506 (6). In order to accomplish this, the Technical Panel is
empowered to, “Establish ad hoc technical advisory groups to study and make
recommendations on specific topics...” LAW 86-1506 (7).

This report is to document the recommendations of the Technical Standards Workgroup
as authorized by the Technical Panel of the Nebraska Information Technology
Commission. This document is to be used by the Education Council and Technical Panel
to make comment on for review by the NITC. It is within the authority of the NITC to
adopt, amend or reject all or any part of this recommendation.

2.0 Executive Summary

As authorized above, the Technical Panel of the NITC commissioned a standards
workgroup to study and make recommendations on synchronous distance learning video
and audio standards. The report in hand is a result of that process.

The group met monthly for more than a year. Based on input from the Education Council
of the NITC, a list of criteria was developed. The group identified video and audio
protocols to be considered. Those that obviously would not in some way be an
improvement over what is currently used in the state were eliminated. Next, a study was
conducted on the remaining candidates based on the criteria. This process narrowed the
field to two protocols: MPEG 2 and H.263. Some confusion has occurred on the part of
many because the group at first identified H.263 as H.323. H.323 is a blanket protocol
that encompasses several optional video and audio standards to be transported in an IP
environment. Later it was decided to only specify the video and audio standard, as the
charter directs, and to leave the network environment for the individual systems to
decide. In this document, the standard will be referred to as H.263.

A test procedure was developed by the committee with the intent to allow system users to
view more than one vendor hardware/software solution to be scrutinized in an apples-to-
apples scenario. By using two vendors for each standard, the findings would not be
skewed by the quality of a single vendor. The specific of the test is included below. By
keeping the network constant a variable could be eliminated so that a true look at the
protocol could result and not a test of an uncontrolled network.

This report is the result of all of these efforts. Upon review of this report, it is incumbent
on both the Education Council and Technical Panel to recommend or to not recommend
the conclusions. They may also make whatever remarks they choose to. Since this
document is ultimately the work of the Technical Panel who commissioned the group,
they may also choose to make changes to the document. After that process, the NITC will
decide what actions to take.
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3.0 Recommendation

It is the recommendation of the standards work group by unanimous vote that Nebraska
adopt a dual standard. For higher data rate applications intending to use full-motion video
MPEG 2 should be adopted. For those applications that do not have a need for full
motion, H.263 video with G.722 audio should be adopted.

It was the intent of this group to designate a single standard. It is still the belief of this
body that a single standard should be able to suffice. At issue is hardware availability.

MPEG 2 is specifically intended for applications that require high quality video. It
minimizes the bandwidth required to achieve that goal. Therefore, its quality drops off
rapidly as bandwidth drops below 2Mbps, especially at speeds below 1Mbps. Because of
this, manufacturers assume that there is limited demand for low data rate MPEG 2
outside of desktop-to-desktop applications. Since educators have expressed needs beyond
the desktop-to-desktop application, MPEG 2 could not be made to fit most of the lower
bandwidth needs of the educational community.

In the case of H.263/G.722, most users of this standard do so in a low data rate
teleconference application. For this reason, manufacturers have concentrated their efforts
in that arena. H.263 CODEC’s of high enough data rate to achieve full motion are
difficult if not impossible to come by. The highest rate available in the two CODEC’s
tested was 1.9Mbps (E-1 rate), which is a European data rate not commonly supported in
the U.S. This standard does, however, offer a very good solution in bandwidth savings
and ubiquity of all educational applications that do not require full motion.

In this scenario, NET would need to continue its role as a gateway. Sites that now
connect to both Neb*Sat Network 3 and/or NVCN that also have capacity into a pod
would likewise act as a gateway. There is limited capacity on both NVCN and Network
3. This will become less of an issue with time as connectivity is increased around the
state through efforts like the Nebraska Network initiative recently begun by the NITC
and the NETCOM efforts of the DOC. Even if neither of these efforts offers an increase
in connectivity, networks continue to grow on their own.

4.0 Chronology

4.1 From minutes of Tech Panel meeting September 12, 2000

FUTURE DIRECTION OF NEBRASKA TELECOMMUNICATIONS DISCUSSION - DENNIS
LINSTER, CIO, WAYNE STATE COLLEGE
Mr. Linster brought several issues for discussion with the Technical Panel:
o The need for leadership in the state for a unified effort and vision for information
technology and telecommunications.
e The need for adequate connectivity and equity in distance education, especially for out-
state Nebraska communities and institutions. Currently, analogue systems make
connectivity difficult and costly.
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e The use of bandwidth and the need for more down links across the state for full motion
video capabilities.

e The need of educational institution's for an immediate remedy and solutions to the
connectivity issues. TINA study is a step in the right direction but it will take three years
for implementation.

Mr. Linster's recommendation was to not fund any more analogue projects, as well as, not to
appropriate further funding for Net3 due to bandwidth issues.

After discussion and feedback from the panel members, the following three actions were
determined for follow-up:

o Network Architecture Work Group - refocus efforts on developing standards.

e TINA Study - Explore the opportunity for including current systems integration as part of
the TINA directives.

e NITC - Mr. Winkle will address how to approach the fee base charge back issue with
Lieutenant Governor Maurstad, Chair of the NITC.

Mr. Rolfes provided the group with information regarding the Southeast Learning Consortium's
federally funded project to upgrade to a 100-megabit system. The Consortium will be addressing
the Education Council at the September 15th meeting with their plans for the project. Mr. Winkle
recommended that this project come before the Technical Panel for review and
recommendations. Mr. Weir recommended that the Education Council submit written
recommendations to the Technical Panel regarding educational resources and needs.

The panel thanked Mr. Linster for his input and discussion.

4.2 From minutes of the Education Council December 15, 2000

Mr. Beach reported that the Technical Panel has formed a Video Standards Work Group that he will be the
chair. Mr. Beach is developing the charter and membership for the Work Group for approval by the
Technical Panel at the January meeting. The first task of the Work Group would be a study of what
standards already exist and are in place. Mr. Beach would like the Education Council's involvement.

At the last meeting, the Education Council also formed a Video Standards Work Group. Mr. Linster agreed
to chair the group. Discussion followed on how the two groups can work together, changes in standards,
migration and financial burden to institutions.

Dr. Hendrickson moved to have Dennis Linster serve as the Education Council representative on the
Technical Panel's Video Standards Work Group. Mr. Bock seconded the motion. Discussion followed
regarding K12 representation. Mr. Bock offered a friendly amendment to the original motion.

Dr. Hendrickson moved that the Education Council have both K12 and higher education
representation on the Technical Panel's Video Standards Work Group. Mr. Bock seconded the
motion. Roll call vote: Preusser-Yes, Tanderup-Yes, Wibbels-Yes, Ziegler-Yes, Bartels-Yes, Bock-
Yes, Dietz-Yes, Hendrickson-Yes, Huck-Yes, and Johnson-Yes. Motion was carried.

Mr. Beach will take recommendations for members to serve on the Work Group.

4.3 From minutes of Technical Panel meeting January 9, 2001

Video Standards Work Group. Mr. Beach distributed a memorandum describing the membership, goals,
implementation and proposed schedule time lines for the Work Group.

Mr. Schafer moved to approve the membership and goals of the Video Standards Work Group. Ms.
Decker seconded the motion. Roll call vote: Beach-Yes, Decker-Yes, Horn-Yes, Schafer-Yes, and
Weir-Yes. Motion was carried.
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4.4 Document adopted by the Technical Panel on January 9, 2001

Memorandum — Technical Panel Action Requested

To: Technical Panel of the NITC

From: Michael F. Beach

Nebraska Educational Telecommunications

Subject: Network Standards Workgroup of the NITC Technical Panel

At the November 2000 meeting of the Technical Panel, I was asked to form and chair a
new subcommittee of the Technical Panel. This workgroup was to determine the next

video standard for the distance learning networks of the state of Nebraska. This document
is the proposed basis for that workgroup. I am asking that the Technical Panel ratify the

workgroup as outlined below.

Membership of Workgroup

The following individuals are recommended as workgroup members. Each has been
contacted and has agreed to serve in this group if approved by the Technical Panel.

Michael Beach (Chair)

Assistant General Manager - Director of Engineering

Nebraska Educational Telecommunications
1800 N. 33" St., Lincoln, NE 68503
Vox (402)472-9333 x348 Fax (402)471-8089

Email mbeach@unl.edu

Don Ferneding

Director

K-Nection

PO Box 6233, Omaha, NE 68106
Email dferneding@aol.com
Cell 402-657-0688

John Fiene

Assistant Vice Chancellor for Technology
University of Nebraska — Omaha

6001 Dodge St., Omaha, NE 68182

Vox (402)554-3670 Fax (402)554-3475
Email jfiene@mail.unomaha.edu

John Horvath

Director

Tri-Valley Distance Education Consortium
ESU-10 PO Box 850, Kearney, NE 68848
Vox (308)865-5664 x281 Fax (308)233-9066
Email jhorvath@esulO.org

Bob Huber

Assistant Director of Engineering for
Network Operations & Infrastructure Planning
Nebraska Educational Telecommunications
1800 N. 33" St., Lincoln, NE 68503

Vox (402)472-9333 x205 Fax (402)471-8089

Email bhuber2@unl.edu
Gerry Hurley

Network Planner

Nebraska DAS, Division of Communications
Executive Building, 521 S. 14™ St., Suite 300
Lincoln, NE 68508-2707

Vox (402)471-4960 Fax (402)471-3339
Email ghurley@doc.state.ne.us

Dennis Linster
Chief Information Officer
Wayne State College
1111 Main, Wayne, NE 68787
Vox (402)375-7286 Fax (402)375-7204
Email dlinster@wscgate.wsc.edu
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Goals

The initial goal of the Standards Workgroup is to recommend a statewide standard for
video / audio on state distance learning networks. The intent is to achieve interoperability
of current systems, and to establish a standard for all constituents who will use the state
distance learning networks in the future.

The second goal is to develop an implementation and migration strategy to allow for
smooth transition of existing networks to the new standard.

Implementation

The workgroup will establish the specific process for accomplishing the goals. The

process should include the following steps:

e Establish criteria on which to judge the possible competing standards.

e List all possible standards to be considered.

e Initially eliminate any system which will not improve efficiencies or meet current and
projected needs.

¢ Conduct in-depth research and setup demonstrations and comparisons of remaining
options.

e Draw conclusions based on criteria.

e Create a detailed report and give appropriate demonstrations to the Technical Panel
and Education Council.

e Create a migration / implementation plan to include the following:
How to integrate new systems using the new standard into the current system as they

come on line.

How to integrate existing systems into the new standard until replaced or upgraded.
How to migrate when the existing system is upgraded to the new standard.
Identify the financial impact and ways to minimize it.

Proposed Schedule

Due Date Deliverable

Jan 2001 Present goals & participants to Tech Panel for approval.

Feb 2001 Engineering and economic criteria established and standards to be

considered established.

Mar 2001 Less efficient standards eliminated and short list for detailed study
determined.

Apr 2001 Individual spreadsheets on each standard and its status relating to
established criteria.
Select finalists.

May 2001 Demonstrations of finalists.

Jun 2001 Present findings to Technical Panel for approval. Give demonstrations.
Jul 2001 Create migration / implementation plan and present to Technical Panel for
approval.

It is the intent of this workgroup to also keep the Education Council of the NITC
informed on its progress.
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4.5 Representation

Michael Beach represented the Technical Panel and was designated as work group chair
by the Technical Panel. Bob Huber of NET and Gerry Hurley of DOC represented state
agencies and were recommended by the chair. John Fiene and Dennis Linster were
recommended by the Education Council and represented the University and State /
Community colleges. Don Ferneding and John Horvath were recommended by the
Education Council and represented the consortia using cable vendors and telephone
vendors respectively.

4.6 Change in workeroup membership

John Horvath retired from his K-12 position in June 2001. From the minutes of the
Education Council July 20, 2001.

John Horvath, Director of the Tri-Valley Distance Learning Consortium, retired from his position at
ESU 10 and has also resigned from his duties with the NITC Technical Panel’'s Video Standards
Work Group. A replacement must be found for the Work Group to finish the standards study and
help with the development of the migration path.

The K-12 sector nominated John Stritt, the new Director for the Tri-Valley Distance Learning
Consortium to replace John Horvath on the Video Standards Work Group.

Dr. Hendrickson moved to approve the K-12 sector nomination of John Stritt to replace
John Horvath on the Video Standards Work Group. Dr. Berndt seconded the motion. Roll
call vote: Koehler-Yes, LeDuc-Yes, King-Yes, Cunningham-Yes, Wibbels-Yes, Berndt-Yes,
Dietz-Yes, Bose-Yes, Hendrickson-Yes, and Johnson-Yes. Motion was carried by
unanimous vote.

5.0 The Decision Process

The workgroup tried to identify all the applicable standards to be considered. It was our
goal to then determine which of those protocols identified represented technology that
was in use or older than what we now use. In connection with this, we decided we were
also not interested in technology that would be somehow less efficient than what we have
today. After doing this, the remaining protocols were to be examined more closely.

We decided to conduct a study of the remaining protocol based on criteria. The criteria

were developed with input from the members of the work group, the Education Council,
and the Technical Panel.

5.1 Existing Protocols

There are 4 main protocols that we discovered existed in the state when we first began
this process. These standards were those being used specifically for synchronous live
delivery of two-way teleconference classes.
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NTSC, commonly referred to as analog, was used by some K-12 consortia. In particular it
was used by those pods, which received connectivity from cable system vendors. The
STEP pod was also using analog delivered via a fiber optic system.

JPEG CODEC’s have been implemented throughout many K-12 consortia. This network
solution has been primarily supplied by telephone companies.

H.261/G.722 is used in both the Neb*Sat Network 3 two-way conference system, as well
as the NVCN terrestrial system. Both networks have used this protocol in the ISDN
H.320 communications mode, however, the NVCN system has more recently added IP
H.323 ports on its switch.

MPEG 1 was not in place in Nebraska when our project first started, but was in the
process of installation as a part of the Southeast Nebraska Distance Learning Consortium.
It has since been implemented there and may expand into other areas of the state.

H.263/G.722 has seen some implementation in the NVCN system, and in a few

institutions of higher learning such as UNO and Wayne State College. This standard is
being used in both the H.320 ISDN version and the H.323 IP version.

5.2 Initially Identified Protocols

Standard Criteria Study
NTSC No
JPEG No
H.261/G.722 No
MPEG 1 Yes
MPEG 2 Yes
MPEG 4 Yes
MPEG 7 Yes
H.263/G.722 Yes
Wavelet Yes

5.3 Criteria Developed For the Follow Up Study

5.3.1 COSTS

Site
any uniquely required hardware/software
cost at site

Hub
if a hub such as an MCU is required hardware/software cost

Operational
maintenance requirements
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technicians
connectivity bandwidth
scheduling personnel

Site and hub costs are assumed to be capital in nature. In some current contracts, the
classroom is owned by the school and the CODEC is owned by the vendor. The vendor
may lease the CODEC to the school or simply build its cost into the monthly service fee.
In the case of Neb*Sat and NVCN, the CODEC is owned by the State.

Operational costs are more difficult to pin down since they depend greatly on who owns
what. In order to understand operational costs one must know where the line of
demarcation is in a network as to what’s on the vendor side of the line and what’s on the
client side of the line. This is unique to each contract.

5.3.2 BANDWIDTH

Minimum quality
Rate required for NVCN / Network 3 like quality

High quality
Rate required for full-motion quality

Lip readable
Rate required for language classes

ASL readable
Rate required for American Sign Language or any other sign language

Flexibility
Range available
Rate agile v. steps

Negotiation
Automatic / manual bandwidth negotiation between points

One of the messages that was loud and clear from the Education Council was that quality
was important to them. They defined quality in several ways. First they talked about the
concept of “full motion.” It was difficult to pin down a definition of this idea, but the
general sense among the consortia members was that full motion meant more or less what
they have now. Next we heard that there ought to be a way to insure that a teacher using
sign language for hearing impaired students would need to be able to use the system. A
special requirement for teachers of foreign language was expressed. It was important that
students not only hear the words, but be able to synchronously watch how the teacher
shapes their mouth to form the words. Finally, as a committee we decided that some
“minimum” quality ought to be defined. We decided to use the current quality of NVCN
and Neb*Sat Network 3 as examples of minimum quality. All of these “defined” qualities
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are subjective, so a test would have to be designed to somehow put quantitative measures
to each of these quality levels.

In the digital world, bandwidth equates to data rate (speed). Some systems will have
preset data rates (steps) which can be selected. Other systems use an upper and lower
bandwidth limit and any speed can be selected between the limits in small increments.
These ideas refer to the concept of flexibility. Negotiation directly relates. In order for
two stations to talk to each other, they would need to operate at the same speed. This
might get accomplished by manually setting the equipment at both ends at the same
speed. It might also be done by having the equipment automatically attempt to find the
highest speed each can communicate over. Finally, a third device might be used to
“gateway’’ between them such as a switch. Negotiation is the process required to get all
sites talking at some speed.

5.3.3 CONNECTIVITY

Ubiquity
Supported delivery methods (IP, ATM, dedicated line, PVC, etc.)

Broadcast / multicast
One-to-many without interactivity

Point-to-point
Two interactive sites

Teleconference
Several interactive sites (MCU / Switch required?)

Dial up / dial out
The ability for an external site to connect into a conference and not have to be
brought in

Latency
Amount of delay introduced by encoding process

When we speak of connectivity, we are referring to the network options available to be
used with the given protocol. Ubiquity refers to how many different network
environments the video and audio protocol in question can be transported on. The kind of
network then helps to understand what kind of communications links are possible.
Nebraska uses different configurations as listed above (broadcast, point-to-point, and
teleconference). Dial up / dial out refers to the ability of an outside system to “join” a
conference, or for a conference to “bring in” an outside system.

Latency is a very specific technical issue that effects the quality of the user experience.

When one of the current classroom video cameras shoots a picture, it is looking at an

analog world, which it records in an analog fashion. The same is true with a microphone

and sound. These analog video and audio signals eventually reach a CODEC. The job of
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the coding portion of this device is to change these analog signals into a data stream. The
decoding portion receives the returning data stream from the far site and converts it to an
analog signal to be displayed on the video monitors and audio speakers. The device codes
and decodes, hence the name CODEC. Whenever a device digitally processes a signal,
the stream is delayed slightly. This time delay is known as latency. Some small amount
of latency is inherent in all such systems. Excessive latency can make communication
difficult. Latency is also introduced by a network, but since that is variable with every
network design, we intended to document only latency introduced by the digital
processing in a CODEC of the given protocol.

5.3.4 COMPATIBILITY

Standard type
Software standard or hardware standard

Backward compatibility
Nature of compatibility

Installed base
How prolific is this standard already?

Life Cycle
Ability to upgrade

In this area we are looking for how interoperable the particular protocol is with older
version of itself and/or newer versions of itself. This is often more easily accomplished
with protocol that are more software based then hardware based, though all protocols
require both hardware and software. It is also helpful to understand if we are looking at
something that is easy to obtain and more “off-the-shelf” or unique and custom.

5.3.5 RECOMMEND DEMO
Yes or No

Finally, based on all the previous criteria, the work group was to decide which of the

protocols should move beyond the criteria study and actually be physically tested by the
group.
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5.4 Criteria Study Results

Protocol Advanced to Test / Demo
MPEG 1 No

MPEG 2 Yes

MPEG 4 No

MPEG 7 No

H.263/G.722 Yes

Wavelet No

5.4.1 MPEG 1

5.4.1.1 DISCUSSION

This protocol was originally designed to allow primarily broadcast video to be digitized
to save bandwidth and lower likelihood of signal degradation due to analog interference.
MPEG 1 is a form of compressed video meaning not all the visual information is passed.
The “missing” information is reconstructed at the far end of the network mathematically.
Audio is also encoded at a pre-selected sampling rate.

5.4.1.2 COSTS

Site specific capital cost is specifically a CODEC. The CODEC could be as low cost as
an MPEG card for a PC and software at less than $1,000 up to a $30,000 for an integrated
quality system. At issue for this system is that it is older technology. Companies
producing new MPEG 1 CODECS are becoming increasingly difficult to find.

A hub is generally used for multi-site teleconferencing with MPEG 1. As with the
CODEC, companies producing this technology are becoming harder to find. The cost of
any hub is less of an issue than originally thought. It is assumed that the hub would be
owned by the service vendor and the part of the monthly costs now paying for the
original hub installed would continue to pay for any new installed hub(s). The committee
was unable to find pricing on an MPEG 1 hub (MCU).

Operational costs would include maintenance requirements. Since the cost of a CODEC
is similar to the currently used CODECS in the system, no change in maintenance costs is
expected. This is true as well as related to technicians. If the current vendor would permit
purchase of bandwidth on an as needed basis, MPEG 1 would theoretically lower costs as
compared to both analog and JPEG systems, but would require more bandwidth than the
H.261 systems in place.

5.4.1.3 BANDWIDTH

MPEG 1 is probably not capable of achieving minimum quality as defined in the criteria.
Below 1.5Mbps the quality drops off quickly. At 1.5Mbps the quality would be better
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than our defined minimum quality. To achieve full-motion quality would probably
require 8Mbps or more. Lip readable and ASL readable data rate is estimated to be
around 3 or 4Mbps.

Data rates seem to be available between 0.8Mbps and 15Mbps. The adjusting step size
will vary from manufacturer to manufacturer. Bandwidth negotiation seems to depend on
the kind of application. Typically, two-way systems require manual setting. One-way
systems often employ statistical multiplexing. This means that the data rate varies
automatically as motion in the video increases and decreases. The receiving half of a one-
way system automatically tracks with the inbound data rate.

5.4.1.4 CONNECTIVITY

MPEG 1 is ubiquitous in that it can be delivered across most kinds of networks including
IP, ATM, dedicated line, ISDN and VPN. It can be used in multicast, point-to-point, and
teleconference applications (with an MCU). Dial up / dial out is a function of ISDN
applications. Exact latency is unknown to the committee.

5.4.1.5 COMPATIBILITY

Although MPEG 1 uses digital signal processing hardware, it is primarily a software
driven protocol. There is no real backward compatibility since it is the first MPEG
standard. At one point MPEG 1 was a commonly installed system. With the introduction
of more efficient compression systems it has become less common. MPEG 1 can
typically be upgraded to MPEG 2 with a software installation.

5.4.2 MPEG 2
5.4.2.1 DISCUSSION

This protocol was originally designed as an improved algorithm to the MPEG 1 protocol.
MPEG 2 is a form of compressed video meaning not all the visual information is passed.
The first new frame of video is passed. After that, only the part of the picture that
changes is sent. On the far end, only the changed video is moved on the screen. The rest
of the pixels on the screen simply repaint unchanged. Audio is also encoded at a pre-
selected sampling rate.

5.4.2.2 COSTS

Site specific capital cost is specifically a CODEC. The CODEC could be as low cost as
an MPEG card for a PC and software at less than $1,000 up to a $30,000 for an integrated
quality system. Since this is currently a popular technology, many versions of hardware
and software are available.

A hub is generally used for multi-site teleconferencing with MPEG 2. The cost of any

hub is less of an issue than originally thought. It is assumed that the hub would be owned

by the service vendor and the part of the monthly costs now paying for the original hub
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installed would continue to pay for any new installed hub(s). The cost of an MPEG 2 hub
varies with size and features.

Operational costs would include maintenance requirements. Since the cost of a CODEC
is similar to the currently used CODECS in the system, no change in maintenance costs is
expected. This is true as well as related to technicians. If the current vendor would permit
purchase of bandwidth on an as needed basis, MPEG 2 would theoretically lower costs as
compared to analog, JPEG and MPEG 1 systems, but would require more bandwidth than
the H.261 systems in place.

5.4.2.3 BANDWIDTH

MPEG 2 is probably not capable of achieving minimum quality as defined in the criteria.
Below 1Mbps the quality drops off quickly. At 1Mbps the quality would be better than
our defined minimum quality. To achieve full-motion quality would probably require
4Mbps or more. Lip readable and ASL readable data rate is estimated to be around 1 or
2Mbps.

Data rates seem to be available between 0.8Mbps and 15Mbps. The adjusting step size
will vary from manufacturer to manufacturer. Bandwidth negotiation seems to depend on
the kind of application. Typically, two-way systems require manual setting, though some
can do automatic negotiation. Many switches that pass MPEG 2 will translate between
data rates if required. One-way systems often employ statistical multiplexing. This means
that the data rate varies automatically as motion in the video increases and decreases. The
receiving half of a one-way system automatically tracks with the inbound data rate.

5.4.2.4 CONNECTIVITY

MPEQG 2 is ubiquitous in that it can be delivered across most kinds of networks including
IP, ATM, dedicated line, ISDN and VPN. It can be used in multicast, point-to-point, and
teleconference applications (with an MCU). Dial up / dial out is a function of ISDN
applications. Exact latency was unknown to the committee at the time of the criteria
study, but was determined as a part of the test procedure.

5.4.2.5 COMPATIBILITY

Although MPEG 2 uses digital signal processing hardware, it is primarily a software
driven protocol. There are no real incentives for backward compatibility. It is easier and
more efficient to upgrade older MPEG 1 systems to the MPEG 2 standard. MPEG 2 is a
commonly installed system. MPEG 4 is the next version to come, but it is still in the early
stages so there is really no viable MPEG upgrade yet.

5.4.3 MPEG 4

5.4.3.1 DISCUSSION

Page 15 of 58



The video processes in MPEG 4 are not much different than MPEG 2. The goal of MPEG
4 is specifically to allow compressed video to be sent in an open IP network such as the
Internet. Along with video and audio MPEG 4 also is designed to send digital “objects.”
That could include a web page, a still photograph, a recorded audio file, etc. With MPEG
4 all the digital objects can be sent simultaneously.

5.4.3.2 COSTS

All costs for MPEG 4 are currently unknown. The protocol is mostly defined and some
experimental systems are on the market, but it is by and large not a functionally
implemented standard.

5.4.3.3 BANDWIDTH

Since the compression algorithms of MPEG 4 are similar to MPEG 2 one might assume
that the same sort of bandwidth is required for the same quality. However, MPEG 4 is
specifically designed for open circuit Internet-like networks so it is designed to be most
efficient at lower data rates and lower quality.

5.4.3.4 CONNECTIVITY

MPEG 4 is ubiquitous in that it can be delivered across most kinds of networks including
IP, ATM, dedicated line, ISDN and VPN. It can be used in multicast, point-to-point, and
teleconference applications (with an MCU). Dial up / dial out is a function of ISDN
applications. Exact latency is unknown to the committee.

5.4.3.5 COMPATIBILITY

Although MPEG 4 uses digital signal processing hardware, it is primarily a software
driven protocol. The need for compatibility is yet to be understood since it is such a new
standard. It could be assumed to be easier and more efficient to upgrade MPEG 2 systems
to the MPEG 4 standard. MPEG 4 is the next version to come, but it is still in the early
stages so there is really no viable MPEG upgrade yet.

5.4.4 MPEG 7

5.4.4.1 DISCUSSION

This protocol is not really a video and audio encoding system. MPEG 7 is designed to
work with MPEG 4 as a search mechanism for “objects” to be sent such as live or stored
motion or still video, audio clips, web pages, data files, etc. This standard is still under

development and will not be considered further. The searching makes use of meta data
that is imbedded within the objects.
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5.4.5H.263 /G.722
5.4.5.1 DISCUSSION

These standards are part of a family of standards developed by the ITU for
teleconferencing. They include the H.26x series for video, G.7xx for audio and T.1xx for
data. H.261 video is the current NVCN and Neb*Sat Network 3 standard. Based on the
Kansas test findings H.263 uses considerably less bandwidth for a comparable quality. A
specific discussion on bandwidth and audio selection is below.

5.4.5.2 COSTS

As with MPEG 1 and 2, the only real site cost is the CODEC. A PC card could run in the
hundreds of dollars, but a typical dedicated system runs from $8,000 to $12,000.

A hub is generally used for multi-site teleconferencing as with MPEG 2. The cost of any
hub is less of an issue than originally thought. It is assumed that the hub would be owned
by the service vendor and the part of the monthly costs now paying for the original hub
installed would continue to pay for any new installed hub(s). The cost of a hub varies
with size and features. For NVCN and Neb*Sat Network 3 Accord hubs are already in
place to accommodate this standard.

Operational costs would include maintenance requirements. Since the cost of a CODEC
less than the currently used CODECS in the system, lower maintenance costs are
expected. This is true as well as related to technicians. If the current vendor would permit
purchase of bandwidth on an as needed basis, H.263 would theoretically lower costs as
compared to analog, JPEG, MPEG 1, MPEG 2 and H.261 systems.

5.4.5.3 BANDWIDTH

H.263 is capable of the defined minimum quality. In fact it is designed for this kind of
application. The protocol works down to about 128Kbps. It would theoretically be of full-
motion quality at 4.5Mbps, and would appear to be lip readable and usable for sign
language at about 1.5Mbps.

Data rates are available from 0.128 to 2.048Mbps in steps that are multiples of 64Kbps.
Negotiation between systems is automatic, but upper and/or lower limits on data rate are

set manually.

(G.722 audio encoding is a 48, 56 or 64Kbps system passing frequencies from 50Hz to
7KHz.
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5.4.5.4 CONNECTIVITY

H.263 / G.722 is typically used in the larger family of protocols defined in H.320 (ISDN
dial up or dedicated line), H.321 (ATM) and H.323 (IP or VPN). It can be passed in the
multicast mode but is specifically designed for the point-to-point and teleconference
applications. Multiple site conferences require a hub (MCU). Dial up / dial out is used in
the H.320 ISDN mode. Latency is unknown to the committee without testing.

The group has been tasked with recommending a video and audio encoding standard. As

stated above H.263 can be passed within H.320, H.321 or H.323. This document will not
recommend the kind of network to pass the video over, however one of these will need to
be selected for testing the standard.

5.4.5.5 COMPATIBILITY

This standard as others uses both hardware and software. It is backward compatible with
H.261 video through a transcoding switch mechanism like the Accord switch in place in
the NVCN and Neb*Sat Network 3 systems. H.263 is becoming more popular in the
H.323 IP configuration as desktop teleconferencing rises in popularity. Though not as
prolific as MPEG 2 yet, it is growing rapidly in use. Since H.263 is the latest [ITU
teleconference standard, we can only assume that forward compatibility will be similar to
that of H.261 to H.263 in that a switch will be able to transcode.

5.4.6 WAVELET
5.4.6.1 DISCUSSION

The video processes in Wavelet are not much different than MPEG 4. The goal of
Wavelet is mostly targeted for a low bandwidth teleconference application. It is
specifically intended for a network such as the Internet. Wavelet is still in its early stages
of development and implementation. This standard is still under development and will
not be considered further.

6.0 Testing Procedure

6.1 Goals

The goal of this testing procedure is to obtain data based on the criteria established by the
standards workgroup. The data obtained is intended to assist in forming a
recommendation for adoption of a video and audio standard for the synchronous distance
learning networks of the State of Nebraska. This data will be obtained by testing
hardware from multiple venders in each finalist standard (MPEG-2 and
H.323/H.263/G.722). Each will be tested at specific bandwidths. The environments will
include IP, and IP over ATM.
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6.2 Defined Qualities

As a part of the criteria developed by the standards committee, four quality levels were
designated. These quality levels were decided on after consultation with members of the
Education Council of the NITC. They include: minimum, lip readable, ASL readable, and
full-motion. Minimum refers to video and audio that is comparable to the current NVCN
and NebSat Network 3 quality. Lip readable means, for language classes, a student can
see the shapes formed by the teacher’s mouth as words are said. ASL readable means that
information can be reasonably passed using sign language. Full-motion means the quality
now used by K-12 distance learning pods.

Since ultimately, educators will be using this system, we will use educators to assist in
determining when the appropriate quality is achieved. Some teachers who use the current
K-12 pod systems in the state will be invited to help determine when the minimum data
rate is reached that still can be called full-motion. Language teachers who already use the
distance learning networks will help determine when the picture is at a minimum level
that is still appropriately lip readable. Users of ASL will do the same for ASL. Network 3
users will help determine when that minimum quality is reached. It is intended that all of
these volunteers be present during the testing.

6.3 Other Bandwidth Issues

Several other bandwidth related issues are to be documented in the testing: flexibility and
negotiation. Flexibility refers to the data rate range available (highest/lowest), and rate
agility (what data rate settings are available?). Negotiation refers to how two systems of
differing data rates talk to each other. Specifically, we are interested in knowing if the
machines figure out what data rates to use automatically, if a human being needs to
manually set them, or if some third device needs to do that negotiation.

6.4 Systems

We are specifically testing more than one vendor’s products. This is to avoid having the
results skewed by the hardware of a particular vendor. Specifically, for MPEG-2 we are
testing and comparing codecs from V-Brick and Ahead Communications formerly GDC.
For H.263 we are testing with Picturetel and Polycom CODEC:s.

6.5 Latency

During the test procedures, latency will be documented. This refers to the amount of
delay introduced by the encoding process. Generally speaking, the lower the bandwidth,
the greater the processing required and the greater the latency. Latency test procedures
are described below. A general drawing is provided in the General Setup Drawings
section of this document.
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6.6 Settings

Since H.263/G.722 can be passed within H.320, H.321 or H.323, it has been decided to
test both standards in IP and/or IP over ATM since this will introduce protocol stacking
and put the standard to testing across a difficult network environment.

When testing, use standard setups each time, every time. The specific settings are given
below. The setting yet-to-be-determined is the CIF setting in H.263. The procedure below

will assist in determining what the outcome of that decision will be.

MPEG-2 Settings:

Communications Full Duplex
GOP structure 15

Frames IPBB
Encoding 4:2:0

H.323 Settings:

Video H.263

Capture Resolution  CIF as determined in CIF Test Procedure section of this document
Audio G.722 @ 56Kbps

6.7 Standard Video

In order to have exact comparison, the same videotape will be used for all tests. It has
been dubbed onto a DigiBeta tape for quality.

1. 1:00 min Color bars with tone

2. 2:00 min Class segment of Advance Manufacturing Process. Recorded
Live to Digital Beta tape.

3. 2:00 min Segment from Interactive Spanish. Recorded from Beta SP
master.

4. 2:20 min Segment from Sign Language Crash Course I. Recorded from
VHS tape.

5. 2:00 min Segment from Piano Masters Class. Recorded

Live to Digital Beta tape.

6. 2:20 min Segment from Reading Rainbow. Recorded from master 1 inch
analog tape.

7. 1:00 min Multiburst with silence.

8. 2:00 min Latency & Lipsync Test: repeating 1 frame white square with 1
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frame tone with 5 sec black between.
9. 2:00 min Random White Noise Test: 5 seconds of video white noise with no

audio, followed by 1 frame of video black with 1 frame of audio
tone.

6.8 General Test Procedure

6.8.1 MPEG-2

Follow this procedure using the V-Brick set of codecs and the Ahead set of codecs.

1. Set up the equipment as depicted in the General Setup Diagram section of this
document.
2. Using the videotape described in the Standard Video section of this document,

establish a baseline for the four qualities described in the Defined Qualities
section of this document by following the procedures in the Establish a Baseline
section of this document.

6.8.2 H.263

Follow this procedure using the Picturetel set of CODEC’s and the Polycom set of
codecs.

1. Set up the equipment as depicted in the General Setup Diagram section of this
document.
2. Using the videotape described in the Standard Video section of this document,

establish a baseline for the four qualities described in the Defined Qualities
section of this document by following the procedures in the Establish a Baseline
section of this document. Conduct this procedure incorporating the requirements
of the CIF Test Procedure section of this document.

6.9 CIF Test Procedure

The CIF (Common Intermediate Format) in H.263 refers to the setting in this protocol
that determines resolution. The two versions we are interested in comparing is FCIF (full
CIF) and 4CIF (4x the pixels of FCIF). Specifically, FCIF delivers a raster of 352 x 288,
and the 4CIF raster is 702 x 576. There are higher and lower CIF settings, but these two
are the ones just higher than and just lower than digital standard definition video at 640 x
480. It is understood that 4CIF will not work below 768Kbps. It is also understood that to
reach minimum quality as described in the Defined Qualities section of this document,
the systems tested will go below 768Kbps. Therefore, there are only two possible CIF
configuration outcomes of the testing that can result: FCIF for all data rate settings, or
FCIF for data rates below 768Kbps, and 4CIF for data rates at or above 768Kbps. The
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selection will be determined based on following the Establish a Baseline procedure
below for each of these options and selecting the option with the lower data rates.

6.10 Latency Test Procedure

1. Using standard ping software, ping the system from Workstation 1 to Workstation
2 as depicted in the General Setup Diagram section of this document. Since ping
time represents the round trip from Workstation 1 to 2 and back, log ' the ping
time as circuit-only time.

2. Attach the oscilloscope as depicted in the General Setup Diagram section of this
document.

3. Setup a dual-trace storage or digital oscilloscope in dual-trace mode.

4. Attach one of the video and audio outputs of the source tape matching to the

respective CODEC 1 inputs. Connect the other audio output to the channel 1 input
of a storage or digital oscilloscope. Playback the videotape after
bars/tone/resolution. (about 2 minutes into the tape).

5. Connect the CODEC 2 audio and video outputs to a video/audio monitor,
verifying that the audio ‘blip’ coincides with the white video flash.

6. On the oscilloscope set the trigger source to channel 1 and setup for edge
triggering on a positive going pulse. Set the input gain of channel 1 and 2 to 2
volts per division. Set the time division to 100ms per division to begin with. Set
the level to trigger on the “blips” audio, while looking for a steady audio
waveform on channel 1.

7. Bridge the CODEC 2 audio output to the channel 2 input of the oscilloscope.

8. Store a ‘picture’ of the display.

0. Measure the time between the leading edge of channel 1 and channel 2. Log the
CODEC-to-CODEC time.

10. Subtract the circuit-only time from the CODEC-to-CODEC time and log it.
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6.11 Establish a Baseline

In order to make comparisons, a baseline must first be established. Procedure:

1. Set up the equipment as depicted in the General Setup Diagram section of this
document.

2. Follow the Network Performance Test Procedure in this document and log the
results.

3. From the CODEC manual or software, determine what data rate settings are

available for the test. Note them on the test sheet.

4, From the CODEC manual or software, determine how bandwidth must be
negotiated between the two CODEC. Note the available options on the test sheet.

5. Set up the CODECs per the Settings section of this document. Set them both at
their highest common data rate. Set lipsync adjustments at this data rate to insure
sound and video match. Document system setup with a complete listing of all
hardware used and draw how they are interconnected. Document all software
settings. There is no such thing as too much information.

6. With the quality volunteers listed in the Defined Qualities section above, show the
video described in the Standard Video section of this document a set steps to be
determined once the hardware is available and the common data rates are known.
Have the volunteers rate each version of the video using the document in the Test
Sheet section of this document. The order of vendor system and data rate should
be varied with each group showing, and the viewers should not be told which
encode standard or data rate they are viewing. Randomly mix in a showing of the
raw tape without telling the volunteers so we can see how prejudice may skew the
results of the test.

6.12 Network Performance Test Procedure

Establish a baseline of the network system once the system is set up as depicted in the
General Setup Diagram section of this document. Test the network with the CODECs
unconnected from the system. Then test it again with the CODECs connected.

Using file transfer software in the two system workstations, perform file transfers of a
known size. Using network monitoring software in the two system workstations,
determine bandwidth utilization.

6.13 General Setup Diagram

These drawings are meant to be general in nature. When testing, specific drawings must
be produced to show the systems as built. When making comparisons, it is essential that
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all systems be tested identically. The same ATM switches, ethernet switches, etc. must be
used for ALL tests conducted. The only equipment to be changed for each battery of data
rate tests is the two CODECs in question.

STANDARD TEST SETUP
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6.14 Test Sheets

To be filled out by the volunteers follows:
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Nebraska Information Technology Commission

Distance Learning and Video Conferencing
Video Standards Evaluation Form

Session: Wed AM [ Wed PM [ Thurs AM [ Thurs PM
Institution:  K-12: L1 College: [ State: L1 Other:
Type: Instructor: [ Student: [ Coordinator: [ Technical:
Expertise: Language: ] ASL: —] Music: —]

Status: Current: [ Future: _— Past: _—

Experience: 0to2yr: — 2to5Syrs: — 5to 10 yrs: — 10to 20 yrs:
System: Digital : — Analog: — NVCN/Net3: 1 Other:

Rate Value (Highest = 5 to Lowest = 1) Circle One

Bandwidth:1 2345 Latency:12345 Lipsync:12345 Picture:12345 Sound:12345

Additional Comments:

Inim

Inl

Page 25 of 58



Al:
Audio

A2:
Audio

A3:
Audio

A4:
Audio

B1:
Audio
B2:
Audio
B3:
Audio
B4:
Audio
Cl:
Audio

C2:
Audio

C3:
Audio

C4:
Audio

DI:
Audio

D2:
Audio

D3:
Audio

D4:
Audio

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

Full-Motion:

Very Good:

000 0o oo oo oo oo o bo-od- i 0 oo

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

ASL:

Good:

000 0o oo oo oo oo o bo-od- i 0 oo

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:

Language:
Acceptable:
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Unacceptable:
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Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
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Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:
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Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:

Unacceptable:
Unacceptable:
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7.0 Test Results

7.1 Schedule

The test procedure described earlier in this document was followed and volunteers came to NET on
October 3 and 4, 2001. Those who attended are listed below. The random rotation of the CODEC’s is
also listed below.

Wed AM:

CODEC

Al: MPEG B at 5.3 mbps
A2: MPEG B at 3.5 mbps
A3: MPEG B at 2.0 mbps
A4: MPEG B at 1.0 mbps
B1: H.263 A at 1.920 mbps
B2: H.263 A at 1.536 mbps
B3: H.263 A at .768 mbps
B4: H.263 A at .384 mbps
C1: MPEG A at 5.3 mbps
C2: MPEG A at 3.5 mbps
C3: MPEG A at 2.0 mbps
C4: MPEG A at 1.0 mbps
D1: Tape replay (Control)
D2: H.263 B at .768 mbps
D3: H.263 B at .512 mbps
D4: H.263 B at .384 mbps

Wed PM

CODEC

Al: Tape replay (Control)
A2: H.263 B at .768 mbps
A3: H.263 B at .512 mbps
A4: H.263 B at .384 mbps
B1: MPEG A at 5.3 mbps
B2: MPEG A at 3.5 mbps
B3: MPEG A at 2.0 mbps
B4: MPEG A at 1.0 mbps
C1: MPEG B at 5.3 mbps
C2: MPEG B at 3.5 mbps
C3: MPEG B at 2.0 mbps
C4: MPEG B at 1.0 mbps
D1: H.263 A at 1.920 mbps
D2: H.263 A at 1.536 mbps
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D3: H.263 A at .768 mbps
D4: H.263 A at .384 mbps

Thurs AM:

CODEC

Al: MPEG A at 5.3 mbps
A2: MPEG A at 3.5 mbps
A3: MPEG A at 2.0 mbps
A4: MPEG A at 1.0 mbps
B1: H.263 B at .768 mbps
B2: H.263 B at .512 mbps
B3: H.263 B at .384 mbps
D1: Tape replay (Control)
C1: H.263 A at 1.920 mbps
C2: H.263 A at 1.536 mbps
C3: H.263 A at .768 mbps
C4: H.263 A at .384 mbps
D1: MPEG B at 5.3 mbps
D2: MPEG B at 3.5 mbps
D3: MPEG B at 2.0 mbps
D4: MPEG B at 1.0 mbps

Thurs PM

CODEC

Al: H.263 A at 1.920 mbps
A2: H.263 A at 1.536 mbps
A3: H.263 A at .768 mbps
A4: H.263 A at .384 mbps
B1: MPEG B at 5.3 mbps
B2: MPEG B at 3.5 mbps
B3: MPEG B at 2.0 mbps
B4: MPEG B at 1.0 mbps
C1: Tape replay (Control)
C2: H.263 B at .768 mbps
C3: H.263 B at .512 mbps
C4: H.263 B at .384 mbps
D1: MPEG A at 5.3 mbps
D2: MPEG A at 3.5 mbps
D3: MPEG A at 2.0 mbps
D4: MPEG A at 1.0 mbps

7.2 Volunteer Viewers

A total of 32 individuals volunteered to view the tape and pass through the testing
procedure. The following chart depicts the composition of the group. None of the
participants were asked to identify themselves on the sheet. Since they had no idea which
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specific CODEC they were viewing and that the order was changed in each session, it
was important for the participant to mark which session they were in.

One Volunteer did not mark the session and their sheet had to be discounted. Some of the
participants marked themselves in more than one category so it was decided to only count
them in one category. In order to do this, a hierarchy or priority of descriptors was
developed. Some assumptions had to be made to develop the priority. First, teachers use
the system to benefit students. Teachers have the most experience with the quality
specifically. Teachers with specialized training are the best judges of how those
specialties (ASL, language, music) are used on the systems. System coordinators or
administrators have more understanding of the quality needs than do technicians. As a
result of these assumptions the priority was set as follows: instructor with a specialty,
instructor, student, coordinator / administrator, technician. If a volunteer viewer marked
themselves in more than one of these categories, they were credited for the highest
applicable priority.

Volunteers by Type

03.5%

m10.3%

W34.5%
010.3%

O Instructor w/language
B Instructor w/ASL

O Instructor w/music

O Instructor

W Student

O Coordinator / Admin
B Technician

W6.9%

034.5%
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Some viewers marked themselves as affiliated with more than one type of institution as
well. So a hierarchy was established for these as well. It was based on the quality
requirements of the institutions of that sector as a whole. The priority is: K-12, higher
education, state agency, other. A viewer that marked him or herself in more than one
sector were counted in the sector with the highest place in this priority list.

Volunteers by Affiliation

013.8%

027.6%

oK-12

B Higher Education
O State

OOther

024.1%

m34.5%

7.3 Session Introduction

At the beginning of each session the following explanation of the test was given to the
volunteer viewers:

Thank you for attending. I am Bob Huber, Assistant Director of Engineering for
Network Operations with Nebraska Educational Telecommunications.

I would like to thank ADC for the ATM network equipment. Ahead Communications
fermerly GDC, V-Brick, Polycom and Picture Tel for the CODECS and Qwest for their
help in arranging the equipment loan. This evaluation would not be possible without
their help.

You are here to aid in the selection of the NITC Video Standards for Distance Learning
and Video Conferencing. The standards being considered are MPEG 2 and H.263. You
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will evaluate these two (2) protocols over the same network system. Concerns have been
raised regarding field-testing. You are here to evaluate the Video Protocols NOT the
network they will be delivered over. Network Quality of Service is a different matter.
However, network issues will have a direct effect on the recommendation.

THE FORM

The form you will fill out has been constructed to ensure complete privacy. Please fill in
the appropriate box. Session: Wed PM; Institution: K-12, College etc. Rate the
importance of the items listed. If picture quality is your most important concern circle 5,
if latency is the least important circle 1. EXPLAIN Quality

TEST TAPE

The Standards committee has assembled a test tape using real classroom equipment,
instructor and students. Every test will use the same tape. Therefore, everyone will see
the exact same test. Your expertise will focus on picture quality, sound quality and lip
sync. The technical evaluation will use industry specific test signals and test equipment
to determine exact technical measurements of; bandwidth, lip sync, latency, video
resolution and audio frequency response. The tape was produced on a Digital Betacam
system. It consists of; Advance Manufacturing Process (a Distance Learning class),
Spanish language class, America Sign language class, Piano Masters class (a Distance
Learning Class) and a segment from Reading Rainbow. Each section is about two (2)
minutes in length, resulting in about a ten-minute test for each protocol and data rate.
First you will be shown the test tape directly into a monitor. Then you will be shown
four (4) deferent data rates for each system. You will not be told which system or data
rate, just which line to fill in, A1, C3 etc.

SCORING

If what you see is full motion please fill in the full motion box. If you what you see less
than full motion but it is acceptable for ASL please fill in the ASL box. If what you see
is not acceptable fill in unacceptable. If what you hear is excellent please fill in the
excellent box. If what you hear is good, fill in the good box. If what you hear is not
acceptable please fill in the unacceptable box. Remember: please evaluate all five
segments before filling in any of the boxes. If you wish to make additional comments
please use the lined segment provided.

7.4 Specific Viewer Ratings

The following series of graphs depicts the results of the respondents sheets. The MPEG 2
CODEC’s are shown separately, then an average of the two charts is shown. No attempt
was made to show MPEG 2 below 1Mbps since the quality of this protocol drops off
sharply below this rate. GOP 15 was selected as a result of system vendor
recommendations.
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The H.263 picture is a bit more complicated. As a result of the 4CIF vs. FCIF testing as
described in the Test Procedure section of this document, FCIF was selected for H.263.
(G.722 audio was selected from the beginning because it gives the greatest frequency
response range at a low data rate. Unfortunately, vendor CODEC’s differ on available
bandwidth settings in this standard. This is depicted in the charts below. No average chart
could be developed for this standard because of this equipment limitation. There is an
obvious disparity in the performance of the specific CODEC models used.

Some viewers marked more than one video quality. If a viewer marked the full motion
box, it was assumed all other qualities were met and the vote was only counted in the full
motion category. If full motion was not marked but either ASL or Language were
marked, the vote was counted there. If full motion was not marked and both ASL and
Language were marked, a vote was given to both of these categories since they are not
necessarily mutually exclusive, nor does a vote in one category automatically mean a the
video is of good enough quality for the other category. A vote for the Minimum category
was only counted if no higher quality video box was checked. The same is true for the
Unacceptable category. If some specific area was not voted on, no vote was added for
that area. However, all votes actually marked on the page were counted. Viewers then
received credit where they marked, and no credit where they didn’t mark.

Without viewer knowledge a “control” video was injected in the test. This was the raw
videotape machine playing with no encoding by any CODEC. Some viewers marked this
control video as less than full motion. This would indicate that they may have been
unnecessarily harsh on the testing.
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Percent of Viewers

MPEG 2 CODEC "A" Video Quality
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MPEG 2 CODEC "A" Audio Quality
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Percent of Viewers

H.263 CODEC "A" Video Quality
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Percent of Viewers

G.722 @ 56Kbps CODEC "A" Audio Quality
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Percent of Viewers

Viewers were asked to rate a series of aspects about a generic system. They were to mark
what they considered the most important aspect of the system through the least important
aspect of the system. The scale was from 5 high to 1 low. The chart is below and is
somewhat ambiguous. The only clear message in the chart is that the viewers care little
for how much bandwidth is required to transport the signal, nor do they worry much
about how much latency (time lag) the system introduces. Picture and sound quality
seems to be most important to the respondents. Viewers that marked two aspects with the
same value were discounted. Viewers who did not mark any value were discounted.
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7.5 Latency and Lip Sync

Per the criteria and test procedure, a detailed look was made at how much time was added
to the signal transmission by processing (latency) within the CODEC. Synchronization
between video and audio (lip sync) was also measured. The findings follow:

CODEC Data Rate Latency Lip Sync
Video Recorder N/A 0 ms 0 ms
MPEG A 5.300 mbps | 236 ms 0 ms
MPEG A 3.500 mbps | 236 ms 0 ms
MPEG A 2.000 mbps | 236 ms 0 ms
MPEG A 1.000 mbps | 266 ms 0 ms
MPEG B 5.300 mbps | 440 ms 47.6 ms
MPEG B 3.500 mbps | 440 ms 72.0 ms
MPEG B 2.000 mbps | 440 ms 72.0 ms
MPEG B 1.000 mbps | 446 ms 46.0 ms
H.263 A 1.920 mbps | 410 ms | 72.4 ms avg
H.263 A 1.536 mbps | 408 ms | 72.8 ms avg
H.263 A 0.768 mbps | 420 ms | 72.8 ms avg
H.263 A 0.384 mbps | 420 ms | 72.8 ms avg
H.263 B 0.768 mbps | 198 ms 42.8 ms
H.263 B 0.512 mbps | 198 ms 42.8 ms
H.263 B 0.384 mbps | 204 ms 44.0 ms

7.6 Audio Performance

A series of audio tones were sent through each CODEC pair. Each pair was left with any
available audio settings at default. The results are as follows:

CODEC TONE TONE LEVEL | TONE LEVEL | DIFFERENCE
FREQUENCY IN (dB) OUT (dB) (dB)
(KHz)

MPEG A .063 -10 9.5 +.5
125 -10 -95 +.5

.250 -10 -9.5 +.5

400 -10 9.7 +.3

1 -10 -10.5 -5

2 -10 -11 -1
4 -10 -11.2 -1.2
8 -10 -11.5 -1.5
10 -10 -11.5 -1.5
12.5 -10 -11.6 -1.6
16 -10 -11.8 -1.8
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CODEC TONE TONE LEVEL | TONE LEVEL | DIFFERENCE
FREQUENCY IN (dB) OUT (dB) (dB)
(KHz)
MPEG B .063 -10 -9.5 +.5
125 -10 -9.5 +.5
.250 -10 -9.7 +3
400 -10 -9.8 +.2
1 -10 -10.7 -7
2 -10 -11.6 -1.6
4 -10 -13.8 3.8
8 -10 -17.8 -7.8
10 -10 -19.1 9.1
12.5 -10 -20 -10
16 -10 -22.2 -12.2
CODEC TONE TONE LEVEL | TONE LEVEL | DIFFERENCE
FREQUENCY IN (dB) OUT (dB) (dB)
(KHz)
G.722 A .063 -10 -27.15 -17.15
125 10 2715 17.15
250 10 -27.68 17.68
400 10 -27.68 217.68
1 -10 -28.24 -18.24
2 -10 -28.24 -18.24
4 -10 -29.48 -19.48
8 -10 -51.76 -41.76
10 -10 -51.76 -41.76
12.5 -10 -51.76 -41.76
16 -10 -51.76 -41.76
CODEC TONE TONE LEVEL | TONE LEVEL | DIFFERENCE
FREQUENCY IN (dB) OUT (dB) (dB)
(KHz)
G.722 B .063 -10 -14.4 -4.4
125 -10 -25.3 -153
.250 -10 -25.3 -153
400 -10 -25.7 -15.7
1 -10 -26.6 -16.6
2 -10 -27.1 -17.1
4 -10 -28.8 -18.8
8 -10 -51.7 -41.7
10 -10 -51.7 41.7
12.5 -10 -51.7 41.7
16 -10 -51.7 41.7
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7.7 The Network

The IP/ATM network was set up per the test procedure. The specifics of the hardware are
as follows:

CODECS

Ahead Communications MAC-500
Polycom VS 3.23

PictureTel 900 Series

VBrick 6200

Tape Deck
Sony Digital Betacam DVW-500

Video Monitors
Sony PVM 1354Q
Toshiba CF2662

ATM Switch
ADC Access Concentrator

Ethernet Hub
D-Link DSH8+

Ethernet Switch
Link Sys EZXS 55W 2.20

Test Oscilloscope
Hewlett Packard 54601A

Audio Amplifier
UBL 6215

Speakers
Boston CR6

The MPEG 2 CODEC A could not be run through the Ethernet Switch because it had a
fiber optic output. This CODEC was connected directly to the ATM Switch. Because of
this, network throughput could not be determined on this particular CODEC. The rest of
the network throughput results are as follows:
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CODEC Bandwidth as set in Measured network
software (Mbps) bandwith (Mbps)
MPEG A N/A see above N/A see above

MPEG B 5.3 6.9
3.5 5.5
2 4.4
1 4.3
H.263/G.722 A 192 0.6
1536 0.5
.768 0.3
.384 0.18
H.263/G.722 B .768 0.81
512 0.54
.384 04

8.0 Protocol Implementation

As part of the original planning process, the work group identified some factors to be
considered when forming an implementation plan.

How to integrate new systems using the new standard into the current system as
they come on line.

How to integrate existing systems into the new standard until replaced or
upgraded.

How to migrate when the existing system is upgraded to the new standard.
Identify the financial impact and ways to minimize it.

The largest impact of this migration will be to the K-12 pods. In the case of these pods it
is the recommendation that each pod upgrade as a whole group. They should do so when
the current contract expires. All new sites that come on prior to that date should adopt the
current technology used by the pod they will join. Any new pods coming on line should
adopt the new standard.

When the pods were originally built, each vendor had to install the CODEC and
switching infrastructure to support the specific technology adopted at that time for that
pod. The vendor charged an up front “engineering” fee, which helped to absorb some of
the cost of that equipment. Some portion of the on going monthly connectivity fee helps
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to pay for the rest of that capital cost as well as the maintenance and other operational
costs over the life of the contract. Our suggestion is that when the pod upgrades as it
takes on a new contract, the vendor can then follow this same methodology to cover its
fiscal obligations. Though the cost of the new equipment will be different to some degree
than the originally installed equipment, taken over the life of the contract, it should be a
virtual wash.

An issue related to this concept are those sites who came on late in the contract who may
not have paid their full share of the local CODEC and associated switch port costs yet.
These will be relatively small in number, and the scale of loss per site will be minimal if
any. Such loss the vendor may have could be spread out over the life of next contract.

This plan eliminates the need for many gateways in the system. A single gateway would
be needed only when passing between pods, not at multiple sites within a single pod.
Each consortium could assess its need to share traffic with other pods until they have
each migrated to the new standard. In the mean time some gateways already exist in the
state and they would still be available as required until migration precludes the need.

All entities requesting new funds for projects relating to synchronous distance learning
must adopt these standards except as specified in this section. Existing systems asking for
continuing State funds for installed synchronous distance learning networks must migrate
to this standard at the time of their current contract renewal.

9.0 Next Step

This effort was intended to allow the distance learning networks of the state to interact
with each other in an efficient way. The efforts of the NETCOM process may or may not
produce a cost mechanism that will allow for increased connectivity to rural locations
throughout the state. Even if it doesn’t a basic network does exist in the form of many
tenuously connected networks, and other independent “island” networks. The work group
believes there is a piece missing to link the two in the form of a network protocol
solution. As it turns out the NITC has set in motion the very process that this group
recommends: to form a new work group tasked with tackling the issue of a
communications protocol and managed network connection in the state. The following
was adopted by the NITC:

The NITC directs the chairs of the Education Council, State Government Council, and Technical Panel to
explore the concept of a Nebraska Education Network and recommend by January 2002 a method for
evaluating the feasibility of such a network. The report to the NITC shall be in the form of a charter that
includes:

Draft goals and objectives of a shared network;

Basic requirements of such a network;

Critical success factors and other issues that should be addressed;
Description of the potential relationship of the network to NETCOM;
Potential participants and other stakeholders;

Scope, outcomes and timeline for the evaluation.

SR b~
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Adopted by the NITC on October 31, 2001

The standards work group supports this effort and feels it to be the next logical step in
creating efficiencies in the distance learning networks in Nebraska.

10.0 Public Comment and Responses

The proposed standards process was published by the NITC to allow for a 30-day public
comment period. The following is an attempt to address the issues raised by public
comments received. They are in no particular order and the wording is generalized when
multiple comments were made that relate to the same topic.

1. H.323 (H.263) is not capable of full-motion quality.

The quality of the video and audio with both MPEG 2 and H.263 is a function of the
bandwidth applied to it. Neither standard will be full-motion if bandwidth is too low.
Both could be full-motion with enough bandwidth applied.

2. The test should be conducted on a “real” circuit and not in a “clinical” setting.

The concern for this seems to arise from the belief that somehow the standard would be
demonstrated better on an external network. There are several problems with this. A
“real” network is not defined. There are many different types of networks that exist
throughout the current systems of the state. Each is different in its characteristics and
would give differing results. Likewise, the established networks could not be manipulated
to show how changing parameters could change the video quality. Availability is also at
issue. A network does not simply consist of a CODEC at each end of some wires. There
are numerous devices that will exist along the connection from point A to point B. Each
of these devices would have to be able to switch the standard being tested. Such networks
are difficult at best to fine in the state. Likewise, no system in the state exists that could
pass BOTH standards over the same equipment making the test by fair and identical for a
true comparison. The result is that if we tested the over two different networks, we would
see the results of the specific network attached and not the video and audio standard.
ALL of the information obtained from such a test would be suspect.

The intention of the test as demonstrated was to show qualities at various throughputs to
allow future network planners to make requirements on connectivity vendors to allow the
quality the required for the application. By the information given in this document, a
system planner at an educational institution can tell the vendor they intend to use the
designated standard and require a specific throughput for each channel of video to be
used. This information would not have been available if the CODEC had been attached to
an uncontrolled network.

It is important to remember that the actual display is a function of the classroom
hardware purchased, the quality of CODEC purchased, and the options allowed in the
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network switching devices. All of these are separate issues from the protocol standard
selected.

3. Video tested should not just include talking heads.

Agreed. A variety of video and audio was used during the test. In fact the test included
some very active video from a Reading Rainbow segment that went beyond most uses of
the current system in terms of video activity.

4. We need a system that will perform at least as well as our current system.

Agreed. The purpose of this entire process is to find a protocol that will allow for the
desired quality with a more efficient use of bandwidth. The test results and
recommendation permit those system users to determine for themselves what quality will
suit their needs. The protocol will not restrict the quality decision, but will facilitate it.

5. Besides bandwidth savings, there is no real incentive to change.

This is not true. JPEG and other systems currently in use will not continue to have
hardware availability forever. In fact many of the systems currently in use are either
being phased out by manufacturers or are available in a proprietary way only. This will
begin to increase costs of both maintenance and future purchases. By moving to a newer
more prolific standard, costs can be maintained or even reduced.

6. Can we participate in the test?

All distance learning education related professionals in our state as could best be
ascertained were invited to participate in the test. If anyone did not receive an invitation it
was not due to a lack of trying on the part of the committee. The NITC was extremely
helpful in our efforts to be inclusive.

7. Check out what Kansas did.

We did examine the results of the Kansas study. There methodology was different from
ours. The results in the end were the same. The most useful information to the committee
found in the Kansas study was that H.263 video uses significantly less bandwidth than
H.261 video. We knew this, but the Kansas report put some specific data to that
assumption.

8. H.263 will not work for 1 send and 3 receive.
This is not true. The number of connections coming and going is not a function of the

protocol or the CODEC. It is a function of the network design. Both MPEG 2 and H.263
can be configured in the 1 send and 3 receive model.
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9. Increasing the bandwidth of H.263 to make the quality as good as the current
classrooms may increase connection costs.

Not true. In fact, H.263 would use less bandwidth to achieve full-motion than the
currently used encoding schemes (analog, JPEG, MPEG 1, H.261).

10. MPEG 1 uses less bandwidth than MPEG 2.

As with many technical assumptions, this depends on how you look at it. To achieve full-
motion quality, MPEG 2 uses less bandwidth than MPEG 1. Both drop off in quality
rapidly as lower bandwidths are approached. The issue is how much quality is a system
willing to accept. If bandwidth is more important to a user, H.263 can satisfy its
connection needs at the lower bandwidths much more efficiently than can MPEG 1. If a
user must have full-motion quality, MPEG 2 offers this at more efficient bandwidth rates
than MPEG 1. In either case, MPEG 1 is not the answer.

11. If a site is on the NVCN system, how would it gateway in?

The NVCN system will be easily updated from H.261 to H.263. The only issue up until
now has been the transport mechanism. The switches recently installed in the NVCN
system will allow easy passage of both H.261 and H.263 in both the H.320 (ISDN) and
H.323 (IP) modes. This switch will act as the gateway. The NVCN switches are already
connected to NET, this is how the current gateway works. As a CODEC in the NVCN
system is updated to operate at H.263, the gateway functions will not change from the
current method. Those sites that rely on these connections currently will continue to be
connected in this way.

12. A live source is better than a tape source.

The word “better” is not defined. If one means that a live video source is of higher
quality, then the tape shows a worse case scenario and taxes the system even more. That
would make the tape a harsher test of the protocol, which is probably preferable. If one
means that a live source is preferred, at issue is the ability to tax the system with high
motion. This is only really achievable through a videotape of some kind unless the live
video was of some scene such as flowing water or passing automobile traffic. Neither of
these would be likely controlled or achievable in a classroom setting. On the tape used,
various sports footage was used.

13. H.323 (H.263) degrades over distance.

ALL signals (digital or analog) degrade over distance. Proper network design takes this
phenomenon into account. The degrading of the signal is not a function of protocol but of
bandwidth throughput. If a data stream is not passed along a network with sufficient
carrier strength, the result is excessive loss. It is incumbent on the network provider to
guarantee a defined minimum throughput. Based on that defined throughput, the provider
must design the network with sufficient signal levels to achieve it.
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14. Why does the decision have to be made so soon that a live test couldn’t happen?

As explained in #2 above the live test would not have made a positive difference to the
outcome of the testing. Another consideration is that the Legislature has required those
receiving state funds under LB833 to adopt the new standard as recommended by the
NITC migration plan in the final version of this document. At issue are both these state
funds and federal matching E-Rate funds. The correct decision must be made in time for
systems to take full advantage of these funding sources.

15. H.323 (H.263) would not guarantee video quality because of other IP traffic.

If a system chose to pass H.263 in an IP (H.323) environment they have a second
decision to make. They could simply put this on an open network that carries other
traffic. In this scenario, there would be no guarantee of video and audio quality. They
could put this traffic on a closed or protected network in which case there would be no
conflicting traffic to hinder the video or audio. Finally they could use a different form of
H.263 such as H.320 (ISDN) or H.321 (ATM). In either of these cases the video and
audio quality would also be protected.

On another note, these issues are not unique to H.263. If a system uses MPEG 2, the issue
and solutions are exactly the same.

16. IP based systems are vulnerable to viruses.

Agreed. As stated before, either of these protocols can be transported in an IP
environment or in a non-IP environment. If a system adopts an IP environment, they can
protect their systems in the same way they can guarantee video and audio quality above
in #15. IP in and of itself does not make the vulnerability. Access determines the degree
of vulnerability.

17. Music should be included in the test.

Agreed. The committee had not thought of this issue. Thanks to this comment a music
segment was added to the test.

18. NITC will pick only one standard. They should consider more than one.

Agreed. Though not originally considered, the study and test results bore out this
conclusion. Ultimately, hardware availability played a major part in the decision to offer
a dual standard.

19. State funds should be permitted to invest in enhancing existing systems.

The word “enhancing” is not clearly defined. If by this word it is meant that existing
protocols should be improved on in some way with state funds, we disagree. If what is
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meant is that a consortium should be able to continue to grow indefinitely on the existing
standard we also disagree. If what is meant is that a consortium should be able to persist
on the currently used protocol until the contract is to be renewed we agree. We also agree
that a new site joining an old pod should adopt the standard in use in that pod until the
pod-wide contract runs out and the system as a whole upgrades (see the implementation
section of this document).
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11.0 Glossary

1 Inch Analog Tape
A format of analog videotape used in many television broadcast facilities.

4:2:0
Numbers that correspond to sampling rates of the luminance and color-difference
signals in video.

Algorithm

A logical expression that solves a complex problem to a mathematical formula or
a program’s instructions. Used as keys to logarithmic manipulations of data for
encryption.

Analog
Any system that represents a wave in one medium with a wave in a different
medium. (light waves turned to video, audio waves turned to electrical waves, etc.)

ASL
American Sign Language

ATM

Asynchronous Transfer Mode — A high speed cell switching network technology
that handles data and real-time voice and video. ATM is defined in the Broadband ISDN
(BISDN) standard and provides bandwidth on demand by charging customers for the
amount of data they send.

Backward Compatibility
The ability to work with earlier versions.

Bandwidth

In digital applications, this term refers to the speed at which data is transmitted. It
is usually expressed in terms of bits per second. It is often used interchangeably with the
term data rate.

Beta SP
A format of analog videotape used in many television broadcast facilities.

Bridge

In this document this term refers to an audio bridge. This means that more than
one audio device is connected simultaneously to a single audio port (input or output) of a
single device.

Broadcast
This describes signals sent from one location to an unlimited or large number of
locations.
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Carrier
A wave that has defined characteristics on which intelligence is passed.

CIF
Common Image Format — This parameter defines the size of the picture raster by
the number of pixels.

Sub-QCIF (below quarter CIF) 128 x 96

QCIF 176 x 144

CIF (a.k.a. FCIF — Full CIF) 352 x 288

4CIF (4 x CIF) 702 x 576

16CIF (16 x CIF) 1408 x 1152
Closed Network

In the sense used in this document, this term refers to a network that has no traffic
passing on it beyond the distance learning video, audio, and data.

CODEC

Stands for Encoder / Decoder or Coder / Decoder. This device changes outbound
analog video and audio into data and inbound data into analog video and audio. It is a
device that attaches directly to the video and audio source (the classroom).

Color Bars
A set of defined and calibrated colors that are generated in a video system for test
purposes.

Data Rate

This is the amount of digital information that a system can process and/or
transmit. It is usually expressed in terms of bits per second. It is often used
interchangeably with the term bandwidth.

dB
Decibels — It is a comparative logarithmic measure of signal strength. A measure
must be compared to some reference.

Decode
The process of changing a digital stream into an analog wave.

DigiBeta
A format of digital videotape used in many television broadcast facilities.

Digital
Referring to communications procedures, techniques, and equipment by which
information is encoded as either a binary one or zero.
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DOC
The Division of Communications with the Nebraska State Department of
Administrative Services.

Dual Trace
On an oscilloscope, a mode that displays two separate wave inputs
simultaneously.

Edge Triggering
On an oscilloscope, a mode that causes the device to mark and measure at the
leading edge of a rising signal.

Encode
The process of changing an analog wave into a digital stream.

Fiber Optic
A system that transmits information on a wave of light along glass or plastic.

Frame
A single still image within a video stream.

Frequency
A measure of how often a wave passes a single point in a given amount of time.
Usually expressed in Hertz (Hz).

Frequency Response
In audio devices, this term refers to the span from the highest audio frequency to
the lowest frequency the device is capable of processing.

Full Duplex
A two-way circuit that allows for continuous transmission in both directions
simultaneously.

G.7xx
A family of audio protocols with varying specifications as developed by the ITU.
Examples include:

Standard Req’d Bandwidth Frequency Response
ITU-TG.711 56/64Kbps 50Hz — 3.4KHz
ITU-TG.722 48/56/64Kbps 50Hz — 7KHz
ITU-TG.728 16Kbps 50Hz — 3.4KHz

Gain
Signal increase or loss across a device, network, wire, etc. Gain can be measured
through any number of links in a network chain and usually expressed in dB.
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Gateway

As used in this document, this term refers to a device or system that allows a
system using one protocol standard to communicate with a system using a different
protocol standard.

GOP
Group of Pictures — In the MPEG 2 standard, a given GOP determines how the
algorithms will structure the I, P and B frames in the encoding process.

H.2xx

A family of video protocols with varying specifications as developed by the ITU.
Examples include H.261 and H.263. They are differentiated by the specific algorithms
used to encode and decode video.

H.3xx

A family of communications protocols with varying specifications as developed
by the ITU. Each of these protocols have multiple options of video, audio and data
protocols defined within them. Examples include:

H.320 for transportation on an ISDN network
H.321 for transportation on an ATM network
H.323 for transportation on an IP network

Hub
As used in this document, a device, system or location that acts as a central
connection point for multiple location.

Hz
Hertz — Named after the scientist that defined the concept. It is a measurement of
wave frequency expressed in cycles per second.

1P
Internet Protocol

IPBB

Defined types of video frames.

I — Intraframes — Defines video in terms of the motion within the immediate video
at hand.

P — Forward Prediction frames — Defines video in terms of the predicted motion in
the video yet to come based on the motion in the immediate video at hand.

B — Buffer frames or Backward Prediction frames — Defines video in terms of the
motion in the video already passed compared with the current interpolated video to
predict the motion in the video yet to come.

ISDN
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Integrated Services Digital Network — An international telecommunications
standard for transmission over digital lines running 64Kbps. ISDN uses 64Kbps circuit
switched channels, called B channels, or “bearer” channels, and a separate D channel, or
“delta” channel, for control signals.

ITU

The International Telecommunications Union — A telecommunications policy and
standards defining body with representatives of participating countries including the
United States.

JPEG

The Joint Picture Experts Group — An association that has defined standards for
digitizing of still pictures. The JPEG video standard is an extension of the still picture
standard in that it simply defines a succession of JPEG encoded still pictures to create
video. This standard is know as Motion JPEG.

Kbps
Kilo Bits Per Second — Thousands of bits per second.

KHz
Kilo Hertz — Thousands of cycles per second.

Latency
The amount of time added to pass a signal through a device or system as a result
of the processing and transport that occurs within the device or system.

LB833
Legislative Bill 833 — A law enacted by the Nebraska State Legislature that funds
distance learning classrooms around the state.

Mbps
Mega Bits Per Second — Millions of bits per second.

MCU

Multi-Conferencing Unit — A device that connects two or more of its ports into a
teleconference. Whatever remote location is connected to each port can then participate
in a multi-site teleconference.

Meta Data

Information (data) that describes or enhances information within the main data
stream. Closed captioning with a digital video stream is an example of Meta Data. The
properties information in a computer file is another example.

MHz
Mega Hertz — Millions of cycles per second.
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MPEG
Motion Picture Experts Group — A body that defines protocols for digitally
encoding video and audio. Some of the protocols defined by this group include:

MPEG 1 — Designed to compress the data required to pass analog video and
audio.

MPEG 2 — An improvement in efficiency over the algorithms of MPEG 1

MPEG 4 — Designed to incorporate voice, video and data as objects that can be
transported interchangeably.

MPEG 7 — A meta data system used as a search engine for other MPEG files.

ms
Mili Seconds — Thousandths of a second.

Multiburst

Neb*Sat
The Nebraska Satellite system — A general term used to describe all the services
delivered by the Nebraska Educational Telecommunications Commission (NETC).

NET
Nebraska Educational Telecommunications — A term that describes the staff
organization of the NETC.

NETCOM

The Nebraska Telecommunications Network — A proposed system in which all
taxing entities in the state could purchase their data connectivity through a single prime
contractor. This concept is still in the formulation process.

Network 3
The low bandwidth, satellite delivered, teleconference network operated by NET.

NITC
The Nebraska Information Technology Commission — The entity in the state
tasked with review of technology issues for the Legislature and Governor.

NTSC

National Television Standards Committee — A group who defined the analog
standards for video and audio as well as over-the-air broadcast. The standard itself is also
referred to as NTSC.

NVCN

The Nebraska Video Conference Network — A network of the DOC and operated
by NET. It is a low bandwidth, terrestrially delivered, teleconference network.
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Open Network

For the purposes of this document, this term refers to a network that allows many
types of digital traffic to pass on the same system without any quality of service controls
for video and audio.

Oscilloscope
A device that measures and displays the characteristics of an analog waveform.

PC Card
A printed circuit board that can be “plugged” into the mother board in a PC
computer.

Pod
In this document the term refers to a consortium of K-12 entities that share classes
over some technology based system.

Point-to-point
A network with only 2 endpoints.

Port
An input and/or output connection on an electronic device.

Protected Network

For the purposes of this document, this term refers to a network that allows many
types of digital traffic to pass on the same system but uses quality of service controls for
video and audio.

Protocol
Rules covering the transmission of data.

Raster
The visible part of a display screen. It is usually defined in terms of how many
pixels it is high by how many across the screen.

Signal Level
The “strength” of a given waveform. It is usually measured in dB.

Site
For purposes of this document, a site is an endpoint in a network (such as a
classroom).

STEP
Sandhills Technology Education Project — The name of one of the K-12 pods in
Nebraska.

Switch
A device used to direct packets in a switched network.
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Teleconference
A meeting held at two or more locations linked by means of technology.

Throughput
The volume of data that are passing or can pass over a given network. It is usually
expressed in bits per second.

Tone
Steady audio at a given frequency.

Transcode
For purposes of this document, this term means to change a digital stream from
one protocol to another.

Trigger
To cause an oscilloscope to measure and mark a specific wave point.

TINA

Telecommunications Infrastructure Needs Analysis — A study commissioned by
the DOC to determine the telecommunications capacity used and needed by taxing
entities in the State of Nebraska for purposes of formulating NETCOM.

UNO
The University of Nebraska at Omaha.

VHS
A consumer grade videotape machine.

VPN

Virtual Private Network — A system that passes many kinds of data, but allows for
bandwidth to be reserved for specific purposes between specific locations. Other data on
the same system but not in the VPN bandwidth competes with all other data for the
remaining available bandwidth outside the VPN. VPN systems generally employ IP
traffic schemes.

Wavelet
A video and audio encoding protocol currently in development stage.

White Noise

Constantly present random video and audio. In video is often referred to as snow.
In audio it may be known as static or hiss.
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The Education Council recommends that any contract renewal or expenditure of new state funds for interactive distance
learning services shall comply with the Technical Panel standards of H.263 video/G.722 audio or MPEG2.

Adopted by the Education Council on November 30, 2001.



Nebraska Information Technology Commission
Resolution - Nebraska Education Network

The NITC directs the chairs of the Education Council, State Government Council, and Technical Panel to
explore the concept of a Nebraska Education Network and recommend by January 2002 a method for
evaluating the feasibility of such a network. The report to the NITC shall be in the form of a charter that
includes:

. Draft goals and objectives of a shared network;

. Basic requirements of such a network;

. Critical success factors and other issues that should be addressed;

Description of the potential relationship of the network to NETCOM;

Potential participants and other stakeholders;

Scope, outcomes and timeline for the evaluation.

cnswN e

Adopted by the NITC on October 31, 2001



DRAFT
Nebraska Information Technology Commission

Nebraska Digital Network Workgroup

Charter
(Date of Last Revision: November 30, 2001)

A. Purpose

government:

To evaluate the feasibility of the development of a digital network and related support
functions to serve education, communities, and state government that could be
accomplished through a statewide consortium.

B. Sponsor
Lt. Governor Dave Heineman, NITC Chair

The sponsor has the authority to oversee, monitor and guide the efforts of the workgroup on
behalf of the Commission.

C. Chair
Steve Schafer, Chief Information Officer

The chair will organize and conduct meetings of the workgroup. The chair will be responsible
for managing the objectives and achieving the schedule and deliverables set forth in this charter.
The chair will represent the workgroup at presentations to the NITC, the NITC Councils, and any
other organizations.

D. Goals and Principles
The activities of this workgroup will promote the following NITC goals:
1. Support the development of a unified statewide telecommunications infrastructure that is
scalable, reliable and efficient;
2. Coordinate the state’s investment in telecommunications infrastructure so as to:
e Develop new ways to aggregate demand, reduce costs, and create support networks;
e Encourage collaboration within and among communities of interest;
3. Determine a broad strategy and objectives for developing and sustaining information
technology development in Nebraska, including long-range funding strategies, so as to:
e Encourage long-term infrastructure innovation and improvement;
e Support the rapid deployment of appropriate technology;



The following principles shall guide the efforts of the workgroup:

1. The recommendations of the workgroup shall support efforts to aggregate state spending
on telecommunications by agencies and educational institutions, including NETCOM,;

2. Existing and proposed networks shall be consistent with any technical standards and
guidelines adopted by the NITC, including video standards and migration plan;

3. The recommendations of the workgroup shall conform to the State’s statutory policy of
acquiring telecommunications services from the private sector;

4. The proposed network should involve a critical mass of state and local public sector
demand for advanced telecommunications services that will encourage deployment of
such services to private sector households and business firms within the state;

5. The proposed network should promote a minimum level of access to telecommunications
services for state and local public sector users at a reasonable price, regardless of
geographic location within the state.

E. Objectives

The objectives of the workgroup include the following:
1. Report on the strengths and deficiencies of existing telecommunications networks serving

state and local public sector entities;

2. Examine the strengths, weaknesses, opportunities, and risks pertaining to the concept of a

statewide digital network;

Basic requirements and critical success factors for a statewide digital network;

Address security issues related to a statewide digital network;

5. Evaluate different models for implementing a statewide consortium, including

participation, governance, and operational authority;

Solicit suggestions and comments from affected entities;

7. Report findings and recommendations, including relationship to NETCOM and
incremental options for consideration by the NITC;

8. Prepare a business case and estimate of fiscal impact for all recommendations and
options;

9. Report on different funding models and strategies and the corresponding levels of
service;

10. If needed to attain the goals listed above in an efficient manner, develop a set of statutory
changes for consideration by the NITC for recommendation to the Governor and
Legislature.
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F. Membership of the Workgroup [See Appendix 1 for Membership Directory]
The Workgroup membership shall be composed of the following positions and affiliations:

Education: Two members each from K-12 and Higher Education, as determined by the NITC
Education Council,

Communities: One member each from telehealth, public libraries, and local government, as
determined by the NITC Community Council;

State Government: The Chief Information Officer;

Technical Panel: One member each from Nebraska Educational Telecommunications,
University of Nebraska Computing Services Network, DAS Division of
Communications, and DAS Information Management Services, as determined by the
NITC Technical Panel.




G. Operational Support

The Office of the CIO shall provide staff support for the workgroup and may acquire additional
support as necessary to expedite this project. Members of the workgroup will be eligible for
travel reimbursement pursuant to state statute.

H. Definitions
For purposes of this charter, the Open System Interconnections (OSI) 7-layer model shall be
used. See Appendix 2 for elaboration and definitions of the seven layers.

[Insert explanation of NETCOM-NDN relationship here]



I. Proposed Schedule and Deliverables

Due Date

January 23, 2002
February 2002

March 2002

April 2002

May 2002

June 2002

July 2002

August 2002

Sept 2002

Deliverables
Present workgroup charter to the NITC
Organize membership
Conduct 1% meeting
e Review existing networks
e Identify strengths and weaknesses
e Review models from other states
e Prepare summary report
Conduct 2™ meeting
e Identify goals and objectives
Determine primary functions to be served
Establish high-level requirements
Identify stakeholders and potential participants
Prepare summary report
Conduct 3" meeting
Identify critical success factors
Review operational models
Review governance models
Review funding options
Develop business case
Prepare summary report
PreEare draft report
Conduct 4" meeting
e Review draft report
e Conduct risk assessment
e Develop recommendations
e Prepare draft final report

Public review process

Conduct 5™ meeting
e Review final report

Present draft final report to affected NITC Councils and Technical Panel

Present Final Report to NITC
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Appendix 1: Membership Directory

Education

K-12

Alan Wibbels, ESU 10, awibbels@esul0.org, 308-237-5927

K-12

Ed Rastovsky, Wahoo P.S., erastovski@aol.com, 402-443-3051

Higher Ed

Kent Hendrickson, UNL, khendricksonl@unl.edu, 402-472-2311

Higher Ed

Dennis Linster, Wayne St., DeLinstl@wsc.edu, 402-375-7286

Community

Telehealth

Public Libraries

Local Government

Government

DAS-CIO

Steve Schafer, CIO, slschafe@notes.state.ne.us, 402-471-4385

Technical Panel

NET

UNCSN

DAS-DOC

DAS-IMS

Alternates

K-12 alternate

*Shirley Schall, SWDLC, sschall@esulS5.org, 308-334-5160

K-12 alternate

Wayne Fisher, NDE, wfisher@nde.state.ne.us, 402-471-2085

Higher Ed alternate | Con Dietz, Creighton U., cpdietz@creighton.edu, 402-280-2202
Higher Ed alternate | Jack Huck, Southeast CC, jhuck@scc.cc.ne.us, 402-471-8519
Telehealth alternate

Library alternate

Local Gov alternate

CIO alternate

NET alternate

UNCNSN alternate

DOC alternate

IMS alternate




Appendix 2: OSI 7-layer model

The ISO (International Standards Organization) has created a layered model, called the OSI (Open Systems
Interconnect) model, to describe defined layers in a network operating system. The purpose of the layers
was to provide clearly defined functions describing how applications running on network-aware devices
may communicate with each other. Each layer has a standard defined input and a standard defined output.
Understanding the function of each layer is instrumental in understanding data communication within
local, metropolitan or wide area networks.

7) Application Layer
The Application layer represents the level at which applications access network services. This layer
represents the end-user services that directly support applications such as software for file transfers,

database access, and electronic mail. (Examples: MPEGrendering-fip; pop3-mailtelnet)

6) Presentation Layer

The Presentation layer translates data from the Application layer into an intermediary format, ready for
use by the running application. This layer also manages security issues by providing services such as data
encryption, protocol conversions, and compresses data so that fewer bits need to be transferred on the

nctwork. Examples—MPEG-decoding)

5) Session Layer

The Session layer provides for two communicating presentation entities to exchange data with each other.
It allows two applications on different computers to establish, use, and end a session. This layer establishes
dialog control between the two computers in a session, regulating which side transmits, plus when and how

long it transmits. (Examples—SNMP,ETP-TEENET, DNS)

4) Transport Layer

The Transport layer handles error recognition and recovery and relieves the session layer of the burden of
ensuring data reliability and integrity. It also repackages long messages when necessary into small packets
for transmission and, at the receiving end, rebuilds packets into the original message. The receiving

Transport layer also sends receipt acknowledgments. (Examples—FCR-UDP)

3) Network Layer

The Network layer provides a means for communicating open systems to establish, maintain and terminate
network connections. It addresses messages and translates logical addresses and names into physical
addresses. It also determines the route from the source to the destination computer and manages traffic
problems, such as switching, routing, and controlling the congestion of data packets. (Examples: 1P, 1CMP;

RARP)

2) Data Link Layer

The Data Link layer packages raw bits from the Physical layer into frames (logical, structured packets for
data) and defines the access strategy for sharing the physical medium. This layer is responsible for
transferring frames from one computer to another, without errors. After sending a frame, it waits for an
acknowledgment from the receiving computer. (Examples—802-3-Ethernet-802-4;802-5; PPPSHIP;
HDLCY

1) Physical Layer

The Physical layer defines the physical and electrical characteristics of the network. It transmits bits from
one computer to another and regulates the transmission of a stream of bits over a physical medium. This
layer defines how the cable is attached to the network adapter and what transmission technique is used to

send data over the cable. (Examples:fiber-optic-cable;-coaxial-eable;twisted-pair; CATS)



